HNupopmannoHHas naMsITKa i 00y4ar0LIMXCs LIl pa3MeLleHUs Ha 0(pUIMAIbHBIX
HHTEpPHeT-pPecypcax

C KaXpIM rOJIOM MOJIOJIEKH B HHTEPHETE CTAHOBUTCS 0OJIbIIE, a IIKOJIBHUKU OJJHU
M3 CaMbIX aKTMBHBIX MOJIb30oBarener Pynera. Mexay Tem, MOMHMO OTPOMHOTO
KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET M MpOOJIeMbl. DTa MaMsaTKa J0JDKHA
OMOYb TeOe 0€30I1aCHO HaXOAUTHCSI B CETH.

KomnbrorepHbie BUPYChI

Komnviomepnutii  6upyc - 5TO Pa3HOBUIHOCTbh KOMIIBIOTEPHBIX IPOTpamM,
OTJIMYUTEIHHOU 0COOCHHOCThIO KOTOPOU SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTH WM MOJHOCTHI) YHUYTOXHUTH
BCe (pailyibl U JaHHBIE, IOJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3almynieHa 3apaKeHHasi mporpamma, a TaKKe MOBPEIUTh WM AK€ YHUYTOXKHUTh
ONEPallMOHHYI0 CHCTEMY CO BceMHU (aiijamu B LEeJIOM. B OOJBIIMHCTBE CiydaeB
pacupoCTPaHsIOTCSI BUPYChl UEPE3 UHTEPHET.

MeTOIlLI 3allIMTHI OT BPECAOHOCHBIX IporpaMm:

1. Ucnonb3yldi COBpPEMEHHBIE OIEPAIIMOHHBIE CUCTEMBI, HUMEIOIIUE CEPHE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX ITPOrPamMM;

2. TloctosHHo ycrtaHaBnuBaili mnatuu  (IUdpoOBBIE  3alIaTKU, KOTOPHIC
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C IEJBI0 JOPAOOTKHM MPOrpaMMbl) U ApPYTHE
OOHOBJICHUS CBOEH  omepanuoHHOW cuctembl. CkayWBail UX TOJBKO C
opurmanpHoro  caiita paspaborumka OC. Ecnum cymiectByeT — pexum
aBTOMATHUYECKOTO OOHOBJICHUS, BKIIIOUHU €T0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpPE TIOJI TpaBaMH T[OJIb30OBATENsA, a He
aMUHHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpamMm
MHCTAJUIMPOBATHCSA HA TBOEM NEPCOHATLHOM KOMIIBIOTEPE;

4. Hcnonb3yil  aHTUBHPYCHBIE  INPOTPAMMHBIE  TNPOAYKTHI  HU3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnonb3yil BHEUIHUE HOCUTENW WH(MOpMAIMKU, Takue Kak (Jelika, AUCK WIH
(aiin U3 uHTEpHETAa, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBaii KOMIIBIOTEpHBIC (halibl, TIOJYYCHHBIE U3 HEHAJC)KHBIX
UCTOYHUKOB. Jlaxke Te (ailbl, KOTOphIe MpUciail TBOK 3HAKOMBIH. Jlyumie yTounu
y HETO, OTIIPABJISUI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 3T0 He BHJI Mepeaun JaHHBIX, HE TEXHOJIOTHS, @ BCErO JIUIIb OPSH I, MapKa.
Eme B 1991 rony Huaepnanackas kommnanus 3apeructpuponana openn "WECA",



yto 0o003Havano ciaoBocodetanue "Wireless Fidelity", koTopblii 1e CBOAHNTCA KaK
5
"6CCHp0BO,ZIHaH TOYHOCTB".

Jlo Hamero BpeMeHH Joluia Apyras a00peBuaTypa, KOTopas SBJISIETCS TaKOW Ke
TexHoJoruen. Ito abopeuatypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHJapT BhICIIEH 3ByKoBOM TexHUKHU Hi-F1, uTo B mepeBoje o3HayaeT "BbicoKas
TOYHOCTB".

Jla, OecrulaTHBI MHTEPHET-JAOCTYH B Kade, OTENAX M adporopTax sBISCTCS
OTJIMYHOM BO3MOYKHOCTBIO BBIX0/1a B MHTepHET. HO MHOTHE SKCIIEpPTHI CYUTAIOT, UTO
obmenoctynasie Wi-Fi cetn He SBIAIOTCS 6€30MacHBIMH.

CoBeTblI 110 0€30MaCHOCTH PabOTHI B 00MIEOCTYITHBIX ceTssx Wi-fi:

1. He nepenanaii cBoro inunHyto nuHdopmaiiuio yepes oodmenoctynuasie Wi-Fi ceru.
PaGoTas B HUX, )KeIaTeIIbHO HE BBOJWTHL IMAPOJIM JIOCTYIA, JIOTHHBI W KaKHE-TO
HOMeEpa;

2. Ucnionw3yit u 0OHOBIISIA aHTUBUPYCHBIEC MPOTPAMMBbI U OpanaMayep. TeM caMbiM
ThI 00€30MacuIIb ce0s OT 3aKaYKK BUpPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkimtoun gyskiuio "OOumit qoctyn K (aitnam u
npuHTepam". JlanHas ¢GyHKUIMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpbIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHUs B paboTe min yuede;

4. He ucnonb3yit nmyonuunsii WI-FI uist nepenaun Tu4HBIX JaHHBIX, HAIIPUMED,
JUISL BBIXOJ1a B COLMAJIBHBIE CETU WIIN B JJIEKTPOHHYIO MTOYTY;

5. Acnons3y# Toapko 3amuiieHHoe coenunenue uepe3 HTTPS, ane HTTP, T.e. ipu
Habope BeO-aapeca BBOAU UMEHHO "https://";

6. B wmoOunbHOM Tenedone otkiaroun ¢yHknuto "TloaxmoueHne k  Wi-Fi
apTomatnuecku'. He momyckail aBTOMAaTMYECKOTO TMOJKIIOYEHHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

ConunajabHble CeTH

CoumanbHbIe CETH aKTUBHO BXOJAT B HAIly *XHW3Hb, MHOTHE JIIOAW PabOTaOT U
JKUBYT TaM TOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIILTHAPI YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJICH ILIaHeThbl. MHOTHE ITOJIb30BaTENIN HE
MMOHUMAIOT, YTO MH(OpMaIlms, pa3MeliecHHAs UMH B COITMAIBHBIX CETAX, MOXKET
ObITh HalJileHa W WCIOJIb30BaHa KEM YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 0€301IaCHOCTH B COIIMaJIBHBIX CCTAX:

1. Orpannyb cnucok Apy3ei. Y TeOs B ApY3bsSX HE JIOJDKHO OBITh CIy4YaWHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuMinai cBOIO 4acTHYIO kU3Hb. He yka3biBaii mapoiu, TenedoHsl, agpeca, aTy
TBOETO POXKIACHUS U JPYIYI0 JUYHYH HH(QOpMAalMio. 3JI0YMBIIJIEHHUKA MOTYT



HUCIIOJIB30BaTh OaXKE€ I/IH(bOpMaI_II/IIO O TOM, KaK Tbl U TBOHW POAUTCIIA IIJIAHUPYCTC
IIPOBCCTHU KAaHUKYIJIbI;

3. 3amumiait cBOr penyTaluio - JEp>KU €€ B YUCTOTE U 3a7aBaii cebe BOIpoc: X0Tel
Obl ThI, YTOOBI ApPyruve MOJIb30BATEIM BUIEIH, YTO Thl 3arpyxkaems? [logymaii,
MPEXJIe YEM UTO-TO OMyOJIMKOBATH, HAIIUCATD U 3arPy3UTh;

4. Eciiu Tl TOBOPHIIB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCTIOIb3YH CBOE pealbHOE
UMA U JIPYTYIO JINYHYI0 UHGOPMAIMK: UMsI, MECTO >KUTEIbCTBA, MECTO y4eObl U
npoyee;

5. U3Geraii pasmemenus ¢otorpaduii B MHTEpHETE, TAe Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPE/ICITUTH TBOS MECTOTIOI0KCHHE;,

6. Ilpu peructpanuu B COIMAIBLHON CETHU HEOOXOAUMO HCIIOJL30BaTh CIIOMKHBIC
NapoJIv, COCTOSUIME U3 OYKB U (P U C KOJIMYECTBOM 3HAKOB HE MEHEE &;

7. dns conumanbHOW CETH, MOYTHI M JAPYTHX CaWTOB HEOOXOAMMO HMCIOJIb30BaTh
pasHble naposin. Toraa eciu Te€0s B3IOMAOT, TO 3JI0YMBILUIEHHUKH TOJTy4aT JOCTYTI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHBbIE JeHbIH

QHGKTPOHHBIC JCHBIM - 3TO OYCHb y,Z[O6HI>II>’I crroco0 HHaTCH(Gﬁ, OJHAKO
CyYCCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IIOJIYYUTD 9TH JCHBI'U.

SHGKTpOHHBIe ACHBI'M IIOABHUJINCH COBCEM HCOABHO M HMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCcyaapCTBax A0 CUX IMOP HC ITPOIIUCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (YHKITMOHUPYIOT U O HHUX YXK€ TPOIMUCAHO B 3aKOHE, TIe MX
pa3aeNaioT Ha HECKOIBKO BUIOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3HuIa B TOM,
YTO aHOHUMHBIE - ATO T€, B KOTOPBIX pa3pemaeTcs MPOBOIUTH OMepanuu 0e3
UACHTU(UKAIINY TTOJIH30BATEINsI, @ B HCAHOHUMHBIX WIACHTHU(UKAITUS TTOTH30BaATEISA
SIBJISIETCS 00S3aTEILHOM.

Taxke ciemyer  pas3nuyarh  AJIEKTPOHHbIE  (uaTHbIE  J€HBIU  (PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM) M JJICKTPOHHBIE HedUaTHbIE JCHBIM (HE PaBHBI
rOCyJapCTBEHHBIM BAJTIOTaM).

OCHOBHBIE COBETHI IO 0€30TaCHOM padOTe C IICKTPOHHBIMU JCHBIAMHU:

1. TlpuBsbku K cyeTy MOOWIBHBIN TeaepoH. DTO camblii yAOOHBIA M OBICTPHIN
croco® BOCCTAHOBUTH NOCTYN K cuery. IlpuBsizanHblil TeneoH MOMOXKET, €Clu
3a0y/enb CBOW IUIATEKHBIM MapoJihb WJIA 3aijellh Ha CalT ¢ HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnonw3yii ogHOopa3oBbie napoiu. [locnie nepexoa Ha yCUIICHHYIO aBTOPU3ALIN IO
Te0e yxe He OyleT yrpokaThb ONACHOCTh KpaKu WJIM TepexBaTa IJIaTeKHOIO
apoJIs;

3. Beibepu crnoxxHblid napoisb. [IpecTynHukam OyaeT He MPOCTO yraaTh CIOMXKHBIN
napodib. Hajesxxuble maposu - 3To mapoiv, KOTOPhIE COJIepKaT He MeHee 8 3HAKOB U



BKJIIOYAIOT B C€0sl CTPOYHBIE U MPOMHUCHBIE OYKBBI, IIU(PPHI U HECKOJIBKO CUMBOJIOB,

TAKHUC KaK 3HaK ao0Juiapa, q)YHTa, BOCKJIHH&TCHLHBIﬁ 3HAK W T.II. HaHpHMep,
$tRONg!;;

4. He BBOJIH CBOM JIMYHBIC JaHHBIC Ha CaﬁTaX, KOTOPBIM HC JOBCPACIIID.

JJIeKTPOHHAA MOYTA

DJIEKTpOHHAsi TOo4YTa - 3TO TEXHOJOTHS M MPEAOCTABIISIEMBIE €10 YCIYyTH IO
MIEPECHUIKE U TIOTYUYCHUIO DJIEKTPOHHBIX COOOIICHHM, KOTOPHIE PACIIPEACIISIIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBIM MOYTOBBIA SIIUK  BBITJISUT
CJIEYIONTUM 00pa3oM: UMsI_TOJIb30BaTeIsA(@uMsl_ToMeHa. Takxke KpoMme mepeaadn
MPOCTOr0 TEKCTA, UMEETCSI BO3MOKHOCTh NIepeaaBaTh (hauibl.

OCHOBHBIE COBETHI 110 OE30MaCHON pabOTE C IEKTPOHHOU MOUTOM:

1. Hago BeIOpaTh MpaBHIIBHBIN MMOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrpOMHBIN
BbIOOp OECIIATHBIX IOYTOBBIX CEPBUCOB, OJHAKO JIydylle JOBEPSATh TEM, KOTO
3HACIIb U KTO MEPBBIM B PEUTUHTE;

2. He yka3piBaii B JMYHOW MmouTe JU4HyI0 HHGbopmaruio. Hampumep, myurie
BBIOpAaTh "My3bIKaIbHBIN (panaT@" umu "pok2013" BmecTo "Temal3";

3. Ucnonb3yil ABYXA3TAlHYI aBTOPH3AIMI0. JTO KOTJa IMOMHUMO MapoJisi HY»KHO
BBOJUTH KOJ, MpUChLIaeMblid M0 SMS;

4. BoiOepu cIIOXKHBIN 1Tapoib. sl KaKI0ro MOYTOBOTO SIIIMKA JIOJKEH OBITH CBOM
HAJICKHBIN, YCTOWYHBBIN K B3JIOMY I1ApOJIb;

5. Ecnu ecTh BO3MOKHOCTB HAaIIMCaTh CAMOMY CBOM JINUHBIN BOIIPOC, UCIIOJIB3YH 3Ty
BO3MO>KHOCTB;

6. Mcnosb3yil HECKOJBKO MOYTOBBIX SIIMKOB. [1epBbIi 711 4aCTHOM NEPENUCKH C
aapecaTaMy, KOTOPBIM Tbl JOBEpSCIIb. OTO DJIEKTPOHHBIM aJpec HE HAIo
MCITOJI30BaTh IPHU PErUCTpallii Ha (hOopyMax U cailTax;

7. He oTkpbIBaii aiiibl 1 Ipyrue BIOKEHUS B MUChMaX, JaKe €CIM OHU MPUIILTH OT
TBOUX Jipy3el. Jlydiiie yTouHu y HUX, OTIIPABIISIIIN JIM OHU TeOe 3TU (aiiibl;

8. Ilocie oxoHUaHuUs1 pabOTHI HA MMOYTOBOM CEPBUCE IMEPE] 3aKPbITHEM BKIIAJKU C
caiftoM He 3a0yab HaxkaTh Ha "Beritu".

Ku6epOyiimHr Wiiu BUPTyaibHOE U3/1€BATEIbCTBO

KubepOymummHr - TpeciieloBaHuEe COOOIICHUSMH, COJEPKAIMUMH OCKOPOJICHUS,
arpeccuio, 3ayruBaHue; XyJIUTaHCTBO; CONMAbHOE OOMKOTHPOBAHUE C TTOMOIIBIO
Pa3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIUTMHIOM:

1. He 6pocaiicst B 60ii. JIyumuii crioco0: MocoBeTOBaTLCA Kak ce0s BECTH U, €CIIU
HET TOTO, K KOMY MOKHO OOpaTUThCS, TO BHAYANIE YCIIOKOUThCS. ECin Thl HAYHEIIIb



OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €IIe OOJbIIe Pa30kKKeITh
KOH(JIMKT;

2. Yupapnsii cBoelt kubeppernyTanuei;

3. AHOHMMHOCTh B CETH MHHMMas. CYHIGCTBYI-OT CITOCOOBI BbBIICHUTDL, KTO CTOUT 3a
AHOHHMMHBIM aKKayYHTOM;

4. He cTouT BecTH XyJUraHCKuii 00pa3 BUPTyalibHOM ku3HU. IHTEpHET hukcupyer
BCE TBOM JICHCTBUS U COXpaHSET UX. Y JaIUTh UX OYJET KpaitHe 3aTpyIHUTEIBHO;

5. Cobmronait CBOIO BUPTYJbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHnuHblid HeratuB. OIHOPA30BbIE OCKOPOUTENBHBIE COOOIICHMS
JydIiie urHOpupoBaTh. OOBIYHO arpeccus MpeKpaiacTcs Ha HadaabHOW CTaIuu;

7. ban arpeccopa. B mporpammax oOMEHa MTHOBEHHBIMU COOOIIECHUSMH, B
COITMATIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKHUPOBKH OTIIPABKHM COOOIIECHUN C
OIPEJEIEHHBIX a/IPECOB;

8. Ecnmu Th1 cBuperenb kuOepOyimuHra. TBoM JEHCTBUS: BBICTYNUTH IMPOTHUB
npecieaoBaTensi, MOKa3aTh €My, YTO €ro JIEWCTBUSA OLEHHBAIOTCS HETAaTHUBHO,
NOJJIEPXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas MOMOIIb, COOOUIUTH
B3pPOCIBIM O (haKTe€ arpeCcCUBHOTO MOBEICHUS B CETH.

MooOuabHbIi TesaedoH

CoBpemeHnHble cMapThOHBI U IUIAHIIETHI COAepkaT B ceOe BIIOJHE B3POCIbIN
GyHKIIMOHAT, U TEmepb OHU MOTYT KOHKYpUpPOBAaTh CO CTallMOHAPHBIMU
KoMmmbloTepamu. OIHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Maiio. TecTupoBaHuEe U TOUCK YA3BUMOCTEN B HUX MPOUCXOIUT HE TAK UHTEHCUBHO,
kak ju1s1 [1K, 1o e camoe kacaeTcs U MOOUJIbHBIX MPUIOKEHUM.

CoBpeMeHHbIE MOOWJIBHBIC Opay3epbl YK€ MPAKTUYSCKHA JOTHAIM HACTOJIbHBIE
aHaJoru, OJHAKO paclIMpeHre (QYHKIMOHAJIAa BJIeYEeT 3a COOOM OOJNBIIYIO
CJIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTb.

I[aJ'IGKO HC BCC TIIPOU3BOJAHTCIIM BBIITYCKAIOT 06HOBHGHI/IH, 3aKPbIBAIOIIUC
KPUTUYICCKUC YA3BUMOCTHU IJIsI CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MACHOCTH MOOMIIBLHOTO TenedoHa:

Huuero He siBisieTcst mo-HacTosIeMy OecraTHbIM. by ocTopokeH, Beab KOTaa
Tebe mpejyraraloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
MJIaTHBIC YCIIYTH,

Hywmaii, npexnae yem otnpaBuTh SMS, ¢poTo minu Busieo. Thl TOYHO 3HACIID, TJI€ OHU
OyIyT B KOHEUHOM uTOre?

Heo6xo01uMo 0OHOBIIATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Hcnonb3yit aHTUBUPYCHBIE MPOrPaMMBbl 111 MOOMIIBHBIX TEJIE(POHOB;



He 3arpyxail npuioXeHus OT HEW3BECTHOIO HWCTOYHHMKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MPOTrpaMMHOE 00eCIICUEHUE;

[Tocne TOro Kak ThI BBIMICIIE C CaiTa, T/Ie BBOAMII JTHUHYIO HHPOPMAITUIO, 32l B
HacTpoiiku Opaysepa 1 yaaim cookies;

HepI/IOI[I/ILIeCKH HpOBepHﬁ, KaKuC INIATHBIC YCIIYIT'H QAKTHBHPOBAHBI Ha TBOCM
HOMCPC,

I[aBaﬁ CBOM HOMCD MOOHIJILHOT'O TGJIG(i)OHa TOJIBKO JIIOAAM, KOTOPBIX ThI 3HACHIb U
KOMY JOBCPCIID,

Bluetooth momkeH ObITH BBHIKIIIOYEH, KOTAa Thl UM HE ToJb3yelibes. He 3a0biBait
WHOTI' 1A IPOBEPATH ITO.

Online urpsi

COBpeMCHHBIG OHHaﬁH-HFpBI - 9TO KpaCOYHBIC, 3aXBAaTbIBAIOIIHNC PA3BJICUHCHU,
06T>€I[HHHIOHH/I€ COTHH TBICAY YCJIOBCK I10 BCCMY MUPY. HFpOKI/I HCCIICAYIOT II&HHI)Iﬁ
UM MHD, O6HlaI-OTC5I APYT C APpYTIOM, BBIIIOJIHAIOT 3alaHUsA, CPAKAIOTCA C MOHCTpaMU
H I10JIy4arOT OIIBIT. 3a YOAOBOJIbLCTBUC OHH INIATAT: IIOKYIIAIOT OHCK, OINIAYUBAIOT
a0OHEMCHT UJIH HpI/IO6p€TaIOT KaKHC-TO OIIIHUH.

Bce 3tu cpencrtBa uAayT Ha NMOAAEPKAHWE U PA3BUTHE WUIPHI, a TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
natyu (MuQpoBbIe 3aMIaTKU IS IPOTPAMM ),3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHbIX Urpax CTOUT OmacaTbCsi HE CTOJBKO CBOUX COINEPHUKOB, CKOJIBKO
KpaXku TBOETO MapoJisi, HA KOTOPOM OCHOBAaHa CUCTEMa aBTOpU3AIMi OOJIBIIMHCTBA
urp.

OCHOBHBIE COBETHI 10 OE30MACHOCTH TBOETO UIPOBOTO aKKAYHTA:

1. Ecau npyroifi urpok BefeT ceOsi MIOX0 WM Co37aeT Tebe HENMpUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. Tloxanyiicsi aJIMHUHUCTPATOpaM HWIrPhl HA IUIOXO€ MOBEJIEHHE ATOTO HIPOKa,
YKEJATEIbHO MPUJIOKUTh KAKKE-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii muuHyro uHbOpMaIuio B mpodaiiie urpsr;
4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBait HeopuIMaabHbIC TATIYH U MOJIBI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE IAPOJIH;

7. Jlaxe BO BpeMsl UTPbl HE CTOUT OTKJII0YATh aHTUBHPYC. [1oka Tl urpaems, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.



@OUINUHT WA Kpazka JUYHbIX JaHHbIX

OOBIYHON Kpaxked JIeHEeT W JOKYMEHTOB CETOJHS YK€ HHUKOIOo HE YAWBHIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJOTUM 3JI0YMBINIJICHHUKHA TIEPEMECTUIINCh B MHTEPHET,
U TIPOJIOJIKAIOT 3aHUMATHCS " TFOOUMBIM'" 1CJIOM.

Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOIICHHHYECTBA WM (UIIHHT, TJIaBHAS
I1EJTb KOTOPOTO COCTOMT B TIOJYUYSHUH KOH(MUICHIINATBHBIX TaHHBIX IMOJIh30BaTeNICH
- TOTWHOB M Taposieil. Ha anrnuiickom si3pike phishing unraercs kak GumuHr (oT
fishing - prroHas mosis, password - mapoJn).

OCHOBHBIE COBETHI 110 00pbOE C PUIIUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciii Tl mogo3peBaeiib, YTO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBaTh €€ M COOOHIMTH aAMUHUCTpATOpaM
pecypca 00 3TOM KaK MOYKHO CKOpEE;

2. Wcnonb3yit Oe3omnacHble BeO-CaliThl, B TOM YHCJIC, MUHTEPHET-MAara3uHoB U
TIOUCKOBBIX CHUCTEM;

3. Vcnonb3y#t crnoskHbie U pa3Hble apoiau. Takum oOpa3oM, eciau Te0si B3JIOMAIOT,
TO 3JI0YMBIIIJIEHHUKH MOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPO(HIIIO B CETH,
a HE KO BCEM;

4. Ecnu T1e0s B370Malii, TO HEOOXOAUMO MPEAYyIPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJIEHBI y T€0S B APY3bsiX, O TOM, UTO T€Os B3JIOMAJIU U, BO3MOXKHO, OT
TBOETO UMEHHU OYyJIeT PacChUIaThCS CIIaM U CChUIKU Ha (DPUIITMHTOBBIE CANTHI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENE(OH;
6. OTKIIIOUM COXpaHEHUE NapoJisi B Opaysepe;

7. He oTkpbIBail (haiiiabl M IpYrUe BIOKEHUS B MUChbMaX, JaXe €CIIU OHU MPUILIH OT
TBOUX Jpy3el. Jlydille yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (hailsibl.

IHu¢posas penyranus

[Mudposas pernyrarusi - 5T0 HEraTUBHAS WX MO3UTHBHAS MH(OpMAIUA B CETU O
tebe. Kommpomerupyromas wHboOpMaiusi, pa3MelleHHass B HHTEPHETE, MOXKET
CEepPhE3HBIM 00pa3oM OTPa3UTbCSI Ha TBOEW peanbHOM >ku3HH. "l{udpoBas
penytanus" - 3TO TBOW UMUK, KOTOPBIN (hopmupyercs u3 undopmaium o Tede B
WHTEPHETE.

TBOe MeCTO XKHUTENbCTBA, y4eObl, TBOC (PUHAHCOBOE IMOJOKEHHUE, OCOOCHHOCTHU
XapakTepa U paccKasbpl 0 OJIM3KHX - BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue mOAPOCTKM JIETKOMBICIEHHO OTHOCATCA K NyOJUKAlMK  JTUYHOU
uHpopmanuu B MHTEepHeTE, HE MOHKUMAsT BO3MOXHBIX MociaeAcTBUU. Thl naxe He
CMOXeEITb J0TagaThcsi 0 ToM, 4yTo doTorpadus, pa3MeIlleHHas 5 JIeT Ha3al, cTaja
NPUYMHON OTKAa3a MPUHATH T€OS Ha paloTy.

KommenTapuu, pasmeiienue TBoux ¢oTorpaduil U Apyrue ACUCTBUS MOTYT HE
MCYE3HYTh XK€ MOCJE TOT0, KaK Thl X yAAJIUIIb. Thl HE 3HaE€Ib, KTO COXPAHUI ATY



uH(OpMaIMIO, TIoMaja M OHAa B MOUCKOBBIE CUCTEMBI U COXPAHWJIACH JIM OHA, a
TJIaBHOE: YTO MOJAYMAIOT O Te0e OKPY’KaIOIIKE JIIOU, KOTOPble HAUIYT U YBUASAT
sT0. Haiftu uHpOpMannio MHOTO JET CIYCTS CMOXET JI00M - Kak U3 J0OphIX
noOyXIeHUH, TaK U C HAMEPEHUEM MPUUUHUTD Bpe. ITO MOXKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 110 3alIUTE HU(PPOBOI permyTaluu:

1. [Togymaii, mpexe yeM 4yTo-To MyOJIMKOBaTh U NepeaaBaTh y ce0s B OJore uin B
COLIMAJIbHOM CETH;

2. B Hactpoiikax npo¢uiisi ycTaHOBU OTpaHUYEHHUS Ha TPOCMOTP TBOETO PO U
€ro COJIEP>KMMOTr0, clIeJaill ero ToJabKo "miist apy3eu';

3. He pa3memiaii u He ykaspiBail WH(OpMAIMIO, KOTOpas MOXKET KOro-Imdo
OCKOPOJISITh WJIH OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMEHHBIC IIKOJIbHUKHU - aKTHBHBIC ITOJIH30BaTEIN IIU(POBOrO IMPOCTPAHCTBA.
OnHako JalleKo HE BCE 3HAIOT, 4YTO II0JIb30BaHME MHOTMMH BO3MOXKHOCTSMH
mudpoBoro Mupa TpeOyeT CoOMIOJeHUS IIpaB Ha  HMHTCINICKTYaJIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTyalIbHAsi COOCTBEHHOCTh" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yMa, HauMHAasi C HOBBIX M300pETEHUN U 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTb Ha MPOAYKTHI U YCIYTH, U 3aKaH4YMBasi KHUTaMmu, Gororpadusimu,
KHHO(DHIIEMaMH ¥ MY3bIKQIBHBIMU TTPOU3BEICHUSMU.

ABTOpCKME TMpaBa - O3TO I[paBa Ha HWHTEJUIEKTyaJdbHYIO COOCTBEHHOCTh Ha
MPOM3BENICHUSI HAYKHU, JIUTEPATypbl U UCKYCCTBA. ABTOPCKHE MpPaBa BHICTYIAIOT B
KaueCTBE TapaHTHUU TOTO, YTO HHTEJJIEKTYaJbHbBIA/TBOPUECKUN TPYyJl aBTOpa HE
OyJIeT HampacHbIM, J1acT €My CHpaBeIMBbIE BO3MOXXHOCTH 3apadoTaTh Ha
pe3yabTarax CBOEro TpyHAa, MOJIYYWUTh W3BECTHOCTh M Tpu3HaHue. Hukto 06e3
paspelieHusT aBTOpa HE  MOXKET  BOCHPOU3BOJWTH  €r0  IIPOU3BEICHMUE,
pacnpocTpaHsiTh, MyOJIUYHO JEMOHCTPUPOBATH, MPOJABATh, WMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO HCHOJHATH, MOKA3BIBATH/UCIIONHATH B dUpEe WIH
pasmewars B IHTEpHETE.

Hcnonp3oBanue "mupaTckoro" mporpaMMHOrO oOecreueHuss MOXKET MPUBECTUH K
MHOTHM pHCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM JIO0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TJIe YCTAaHOBJICHA HeJleTalibHas mporpamma. He ctout Takxke 3a0bIBaTh,
YTO CYIIECTBYIOT JieTajbHbIE U OeCIIaTHBIE MPOTPAMMBbI, KOTOPbIE MOKHO HAlTH B
CETH.

O nopraJue

CereBUUYOK.p( - TBOW TJIaBHBI COBETYMK B CETH. 3]1€Ch Thl MOXKEIIb y3HATh O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & MIPU BO3HUKHOBEHHUH
KPUTUYECKON CHUTyallud OOPATUTHCS 3a COBETOM. A TakXe MPUHATH Yy4acTHE B
KOHKYpCax U CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



