MeToauuecKkne peKOMEHIANUM 0 pa3MemeHn HA MH(POPMALIHOHHBIX CTEHAAX,
opHIMANBLHBIX MHTEPHET-CAMTAX M APYyruxX HHGPOPMAMOHHBIX pecypcax
001meo0pa3oBaTeJbHBIX OPraHU3aANMA U OPraHoB, OCyIECTBJMIONINX ypaBJjieHue B cepe

o0pasoBaHus, HHPpopMAaIUH 0 H€30NACHOM NOBEeICHUH U MCII0Jb30BaHMH ceTH «MHTEepHeT»

OkcnepraMu u wieHamu Bpemennoit komuccum CoBeta dDepepanuu 0 pa3BUTHIO
uHpopMalMOHHOrO OOINeCTBA B paMKax BBIIOJHECHHUS PEKOMEHIAUUN NapIaMEHTCKUAX
CIIyIIaHUH «AKTyaJbHBIE BONPOCHI OOECIeuYeHUsT O€30MacHOCTH U pa3BUTHUS IETEH B
HHOPMAIIOHHOM IIPOCTPAHCTBEY, KoTophle nmpouuin B Cosete Menepanuu 17 anpens 2017 r.,
ObLIH pa3pabOTaHBl METOMWYECKHE PEKOMEHIAIIMH O pa3MEIIeHMH Ha HHQOPMaLMOHHBIX
CTeHIaX, OQHIMANILHBEIX HHTEpHET-caliTax ®  JOpyrux HHQOPMALMOHHBIX pecypcax
00IIe00pa3oBaTEIbHBIX OpPraHu3alldii ¥ OPraHoB, OCYIIECTBIISIOIIMX YIIpaBiI€HUE B cdepe
oOpa3oBanus, HHpopMmaruu o0 0e30macHOM IIOBEAEHUU U HCIOJb30BaHuU cetd «VHTEepHET»
(manee — METOIUYECKUE PEKOMEHIALIAN).

MeTtoaudeckue pEKOMEHJAMM HAaIpPaBJICHbl Ha KAa4ECTBEHHOE IIOBBILIEHHE YPOBHS
HHPOPMAITMOHHON  JEATENbHOCTH  00ImeoOpa3oBaTesibHbIX  OpraHu3alii. H = OpraHoB,
OCYIIECTBJISIONIMX yIIpaBlIeHHe B chepe o0pa3oBaHusl, B 4aCTH HHYOPMUPOBAHUS yUALIUXCS, UX
poauTenel (3aKOHHBIX IIPEACTABUTENCH) U MeAArornaeckux pabOTHUKOB 00 OCHOBHBIX aCIIEKTax
nHpOopMaOHHOH 0€30ITaCHOCTH.

Meroguueckue PEKOMEHIAIMA IO3BONAT OOIMIEO0pa3oBaTe/lbHBIM OpraHu3alusaM U
OpraHaM, OCYIIECTBJIAIOIINM YyIpaBieHHEe B cdepe o00pa3oBaHUs, aKTyaM3UpPOBaTh YKe
UCIIOJIb3YEeMBIEC B pa3MeIeHHbIe HHPOPMALIMOHHBIE MaTepUalibl, TaK U IIOATOTOBUTE UX B CIIydace
UX OTCYTCTBHS C YUYE€TOM JIyUIIUX [IPAKTUK U peKOMeHnauHﬁ.

B paMkax METOAMYIECKHX PEKOMEHIALMI paCCMATPUBAIOTCA CIEAYIOIIME HHCTPYMEHTHL:

1. uHbOpPMAIMOHHBIC CTCHAHI;
2. oduuHanbHbIC UHTEPHET-PECYPCHI;
3. cpeacTBa MaccoBoil mHpOpManuy (IIKOJIBHBIE Ia3€Thl, Me1arornyeckue U3IaHus

U Ipyrue).

Hugpopmayuonnvie cmenowl
Ha  wHbOpMamMOHHBIX CTeHAaX B  00Ieo0pa3oBaTeNbHBIX  OpraHU3aNMsIX,
pPacHoJIOKEHHBIX B ¢oiie yupexaeHUd U B KaOMHETaX, OCHAICHHBIX I[IE€PCOHAIBHBIMU

yCTpOMCTBaMHU JJIs BEIX0OJA B CeTh «VIHTEpHET», peKOMEHAYETCS pa3MECTUTh UH(POPMAIIIOHHBIE



IaMSATKH, COAEpIKaIlie OCHOBHBIE COBETHI IO OOECIEUEHUIO HWHPOPMAMOHHON 0€30ImacHOCTH
yJammxcs.
B npunoxxernn Nel K METOOWUYECKHM PEKOMEHIAMSAM IPEJICTABICH O0Opaszel] IMaMsITKu

IUIS pa3MeEIeHns Ha HHPOpMaIMOHHBIX CTeHAAX.

Cpeocmea maccogoii ungopmayuu

B cpencrBax MaccoBoi wmHGMOpMAIUH, OPHEHTHPOBAHHBIX Ha OOyYarOIIMXCH,
PEKOMEHAYETCS B TEUECHHH Yy4eOHOro rojJa peryispHO IyOnuKkoBarb HH(OPMAIMOHHBIE
MaTepUalibl, IOCBIICHHEIE OTACIBbHBIM acleKkTaM HH(POpMaimoHHON O€30IaCHOCTH, a TAaKXKe
pa3IMYHbIE TaMATKH OOIIEro XapakTepa.

B cpenctBax MaccoBoif HHpOpPMalMM, OPHUEHTUPOBAHHBIX HA IEAATOTHYECKYIO
OOIIEeCTBEHHOCTh, PEKOMEHAYETCS B TEUYCHHH KaJCHAAPHOrO ToJia PETyIspHO ITyOIHMKOBATH
HHOOPMAITMOHHBIE MAaTEepHANIbl, ITOCBAIICHHBIE OTACIbHBIM acmekTaM HHGOPMAIMOHHON
6€30I1aCHOCTH KaK HECOBEPIICHHOJETHUX, TaK U 00Ie00pa30BaTeIbHbIX OPraHU3alui, a TaKxKe
pa3IMYHble MaMATKH, O0030phl HOPMATHMBHO-IIPABOBOTO PETYJHMPOBAHUSA NaHHOM cdepsl u
THOOPMAITHIO O aKTYAIBHEIX MEPOIPHUATHIX U COOBITUAX B JaHHOH cdepe.

B xome mnposemenns EmuHoro ypoka mo Oe3zomacHocTH B cetn  «MHTEpHET»
pEKOMEHIyeTCS 00ECIIEUNTh BBITYCK TEMATHYECKOTO BHIITYCKA CPEICTBAa MaccoBoi HHpOpMAITUU
nu00 cepuH MyOJHKAIlMHM, CPEeId KOTOPBIX PacCMOTPETh OPraHW30BAaHHBIE MEPOIPHUITHS IS

oOydJaromuxcs, HUX  poauTeNaed  (3aKOHHBIX  MOPEACTABUTENECH) Y NeJaroruyecKoin

O0OIIECTBEHHOCTH.

Oguyuanvuvie inmepnem-pecypcui
OO6mieoOpa3oBaTeAbHBIM OpPraHA3alMsIM PEKOMEHIAYETCS Ha CBOHX opUIMaTBEHBIX
I/IHTepHeT-pecypcax o0ecreunThb (G YHKITMOHUPOBaHHE CaMOCTOSATENHHOTO 5}
CrenuaIn3nupoBaHHoro pasjaen «HHpopManuonHas O€30MacHOCTH», B paMKaX KOTOPOTO

IIpENYCMOTPETh pa3MeEIeHUE CleAyIomel nHpopManmu:

Ne Paznea/moapasaen ®opmar Copaep:kanue MaTepHaoB
NpeACTABJICHUA
MATEePHAJIOB
1. | JIokanbHBIE HOpPMaTUBHBIE Komun nokymeHTOB B | PasMermarorcs Konuu
akThl B cpepe obecneuenus | popmare *PDF JOKYMEHTOB, T.€. CKAHUPOBAHHBIN
UH(pOpMaIOHHOMH BapHaHT JOKYMEHTA,
0€30MMacHOCTH COOTBETCTBYIOIIMI TPEOOBAHUSIM




00 yUaITAIOIITUXCS K ITapamMeTpaM CKaHUPOBAHHA.
Pa3MmemaroTcs JOKYMEHTEL,
periaMeHTHPYIOLINE
OpraHu3aiyio 1 paboTy ¢
NepCOHAIBLHBIMU JIAHHBIMH,
IUIAHBI MEPOIIPUITUM I10
obecneueHuo HHOOPMaMOHHOMH
6e30MmacHOCTH O0yJarOIUXCs U

IpyTHeE.
2. | HopmatuBHOE Komum nokymenToB B | [TyOnukyroTcs akTyansHbIE
peryIupoBaHue dopmare *PDF cBelicHUs 00 peaepaibHbIX U

PETHOHAIBHBIX 3aKOHAX, TAChMax
OpraHoOB BJIACTH U APYrue
HOPMAaTHBHO-IIPABOBEIC
JOKYMEHTEI, PETJIAMEHTUPYIOIIHE
obecrneueHne nHPoOpMaITnOHHOK
0€30I1aCHOCTH
HECOBEPIICHHOJIETHHX.
JlomycKaeTcss BMECTO KOIUM
pa3Melnarh THIEPCCHUIKY Ha
COOTBETCTBYIONINE JOKYMEHTHI Ha
cafiTaXx OpraHoB rocyJapCTBEHHOMH

BJIACTH.
3. | Ilegaroruuecxkum TekcT Ha cTpanuIe Pa3MeniaroTcsa METOUYECKUE
pabOTHUKaM calrTa PEKOMEHIAllH ¥ YKA3bIBACTCS
Komuu mokyMeHTOB B | HH(MOpMAITHUS O MEPOIIPUATHSIX,
dbopmare *PDF IIPOEKTax U IporpamMmax,

HAIIpaBJICHHBIX Ha MMOBHIICHUE
MH()OPMAITMOHHOM I'PaMOTHOCTH
HeJarornyeckux paboTHHUKOB.

4. | O6y4arommumcs TekcTt Ha cTpaHuIlEe Paszmemaercs napopMalinoHHAsA
caiiTa namsaTka (mpunoxernue No2) u
yKa3bIBaeTcs WHGOpMaIUs o
MEPOIPHUATHIX, IPOEKTaX U
IporpamMMax, HalpaBJI€HHBIX Ha
IIOBBIIICHHE HHPOPMALIMOHHOM
I'PaMOTHOCTU 00yYarOIuXcsl.

5. | PogutensaM (3aKOHHBIM TekcT Ha cTpaHuIlEe Pa3zMemaercs nHpopManoHHAs
IIPEICTABUATESM) caiita namsTka (mpuioxesue Ne3).
00yJaroIuXcs

6. | Jlerckue Ge3omacHble caiiTel | Tekcr Ha cTpaHUIE Pasmemmaercs nadopmarus o

caifta PEKOMEHAYEMBIX K

HCIIOJIE30BAHUIO B yY€OHOM
mpoliecce 0€30MacHbIX caiTax,
OaHHEPHI 0€30IaCHBIX JETCKUX
CaHuTOB.

OpranaMm, OCYMIECTBISIOIINM yIpaBiiecHHEe B cdepe o0pa3oBaHHs, PEKOMEHIYETCS Ha
cBOMX opHIHaANILHLIX MHTepHET-pecypcax obecneunTs PYHKIIMOHUPOBAHME CAMOCTOSTEIBHOIO
U chenuanusupoBaHHoro pasiaen «MHdopmanuonHas O€30MacHOCTB», B pPaMKax KOTOPOro

IPEeayCMOTPETh pa3MelIeHHe clieayoIeit nadopMaIuu:




Ne | Paszaen/moapasaesn dopmart CopepkaHne MaTepHAJIOB
npeaCcTABJICHNSA
MaTEPHAJIOB
1. | HopmatuBHOE Kommu [IyOnukyroTCs aKTyaJIbHBIE CBEJCHHSI 00
pPETyINPOBAHUE JTOKYMEHTOB B (deepalbHBIX U PETHOHAIBHBIX 3aKOHAX,
dopmare *PDF IHChMaX OPraHOB BJIACTH H JPYTHE
HOPMAaTUBHO-IIPABOBbIE JOKYMEHTHI,
pErIaMEHTHPYIOIIHE O0eCIICUEHUE
“HQOPMAITMOHHOM O€301MaCHOCTH
HECOBEPUICHHOJICTHUX.
JlommyckaeTcss BMECTO KOIIHM pa3MeIaTh
TUIIEPCCHUIKKA Ha COOTBETCTBYIOLINE
JTOKYMEHTHI Ha CaiiTax OpraHoB
rOCyapCTBEHHOM BJIACTH.
3. | [lemaroruueckum Tekcr Ha PaszmernaroTcs MeToAnIeCKue

pabOTHHKaM

CTpaHHIIE calTa
Komnun
JIOKYMEHTOB B

pPEKOMEHIAIINH U YKa3bIBaeTCA HHEOOPMAIIHS
0 MEPOIIPHUATHUSX, IIPOCKTaX U MIporpaMmax,
HaIlpaBJICHHBIX Ha MOBBIIIECHUE

dopmare *PDF HHGOPMAITHOHHON IPaMOTHOCTH
EarornYecKux paboOTHHUKOB.
4. | OOyyarommmcs Tekct Ha Pazmernaercs nHGopMaOHHAS IaMITKa

CTpaHUIIE canTa

(mpunosxenue No2) u yka3bIBaeTcs
uHOpMALMA O MEPOTIPUATHUSX, IIPOCKTAX U
[IpOorpaMMax, HallPaBJICHHBIX Ha MMOBBIIICHUE
UH()OpMAMOHHOM I'PaMOTHOCTH
00yJaroIuxcs.

5. | Pogurensam TekcT Ha Pasmemaercss nuHQOpMaImoOHHAs TaMsITKa
(3aKOHHBIM CTpaHHIle canTa (mpunoxenne Ne3).
IIPEICTABUTEIISIM )
o0y4Jarommxcs
6. | Herckue 6e3omacuple | TekcT Ha Pasmemaercs naOopMaus o
CalThI PEKOMEHIYEMBIX K MCIIOJIb30BaHUIO B

CTpaHHUIIE cailTta

y4eOHOM IIpoliecce Oe30macHbIX caiTax,

OaHHephl 0€30IaCHBIX AETCKUX CalTOB

B memax oOecnedeHUs TOJOXKEHUS O 3ampeTe pekiaMbl B 00pa3oBaTEILHBIX

OpraHH3alMIX B pamKax IEeHCTBYIOIIETO genepambHOTO 3aKOHOJIaTEILCTBA

O6H.I€O6pa30BaTeJ'IBHBIM opranm3aliusaiM HE PCKOMCHAYCTCA HCIIOJIBb30BAaThb MCTOIUYCCKHUC

MaTepuajbl U Apyro#l  oOpa3oBareNbHBI  KOHTEHT, KOTOphlE OBUIM  pa3paboTaHBI

KOMMEpPYECKMMH OPraHU3alUsIMUA U COAEPXKAaT PEKJIaMHYI0 HH(pOpManuio JIIOOBIX NMPOIYKTOB

(uin) yeayr. B ¢Boro odepenn opraHaM, OCYIIECTBIISIOIUM YIIPaBJICHHE B chepe 00pa3oBaHus,

PEKOMCHAYCTCA HCKIIIOUUTD H3 IIPAKTHUKH paciipoCTpaHCHUA H PECKOMCHIAINH

00111e00pa3oBaTebHBIM OPraHu3auAM IOJ00OHOr0 PoJa MAaTEPHAJIOB.



ITpuioxkenne Nel. [lamsTka nuist o6yuaromuxcs 00 vH(POpMaUOHHON 0€30NMaCHOCTH aeTeil

HEJIb351

1.

BceM moaps cooOImark CBOIO YacTHYHO HHGpOpMaIyio (HacTosdmue uMms, (amMunuio,
TenedoH, agpec, HOMEP LIKOJIBI, a Takke PoTorpaduu CBOU, CBOECH CEMBU U ApYy3€eit);

2. OTKpBIBaTh BIOKEHHBIC (Pailibl SIEKTPOHHOM MOYTHI, KOTJa HE 3HACIb OTIIPABUTEIS;

3. I'pyOuts, mpuaupaThCs, OKa3bIBaTh JABICHHE — BECTU C€0S1 HEBEIKIIMBO U arPECCUBHO;

4, He pacnopsbkaiics aeHbraMh TBOE€H ceMbH 0€3 paspelleHds CTapliX — BCeraa
CIIpAIlIUBai POLUTEIIECH;

5. He Bcrpedaiics ¢ HHTEpHET-3HAKOMBIMM B PEAIBbHOU JXU3HU - IIOCOBETYMCI CO
B3POCJIBIM, KOTOPOMY JOBEPSEIIb.

OCTOPOXHO

1. He Bce mummyT mpasay. Uuraems o cebe HenpaBay B VHTepHETE — co00ImM 06 3TOM
CBOHMM POJMTEISAM HJIM OIIEKyHaM;

2. IlpurnamaroT epenuChIBaTbCS, UTPaTh, 0OMEHHUBATHCS — IIPOBEPD, HET JIM IIOABOXA;

3. HesakonHoe xonupoBanue (aiinoB B IHTepHETE — BOPOBCTBO;

4. Bcerna paccka3biBail B3pOCIBIM 0 IIpoOIeMax B CETH — OHU BCET/ia IIOMOTYT;

5. Wcmone3yiéi HacTpoiikm O€30MacHOCTM W IPUBATHOCTH, YTOOBI HE IIOTEPSTH CBOHU
aKKAyHTBI B COLICETAX M OPYTHUX MOpTajax.

MOXHO

1. VYBaxail Apyrux Moyib30BaTeNeH;

2. lTlonw3yeuibcs HTEpHET-UCTOYHUKOM — €A CCHUIKY HA HErO;

3. OTKpbIBail TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcsa 3a MOMOIIBIO B3POCIBIM — POJMUTENH, OIMEKYHbBl M AIMUHUCTpAIlUsl CalTOB
BCEria MOMOIYT;

5. Tlpoiimu oOyuenue Ha caiite « CETEBHYOK» U MOJIYUYH MAcCIOPT HUGPOBOro rpaxaaHnHa!



Ilpunoxkenue Ne2. MnpopmanuoHHas naMATKA AJ1s1 00yYalOMIHXCS I8 pa3MemeHus HAa
opunnaabubix HHTEpHET-pECcypcax

C KaXIpIM roI0M MOJIOJCKH B MHTEPHETE CTAHOBUTLCS OOJIBINE, a IKOJBHUKH OJHU U3
CaMBIX AaKTHUBHBIX IToyib3oBareneil Pynera. Mexay TeMm, NMOMHMO OIpPOMHOTO KOJHYECTBA

BO3MOXXHOCTEN, UHTEPHET HECET M MpoOJieMbl. JTa IMaMsATKa JOJKHA MOMOYb Tebe OGe30ImacHo
HaXOJUTHCS B CETH. |

Komnvromepnuie supycot

KoMIbloTepHbIii BUpPYC — 3TO  PpPa3HOBHJHOCTH KOMIBIOTEPHBIX  IIPOrpamm,
OTJINYUTEIBHON OCOOECHHOCTBIO KOTOpPOH SBISETCA CIOCOOHOCTh K pa3MHOXEHHIO. B
JOTOJIHEHUE K 3TOMY, BUPYCBHI MOTYT MOBPEAWTH WM IOJHOCTBHIO YHHUYTOXHTH BCe (PaMIbl H
JAHHBIE, ITOAKOHTPOJBHBIE IIOJH30BATENIO, OT UMEHH KOTOpOoro Oblia 3amyllneHa 3apakéHHas
[IpOrpaMma, a TaKXXe MOBPEAWTh WM NAXE YHHUYTOXUTH ONEPAIMOHHYIO CHCTEMY CO BCEMH
(aiinamu B nenoM. B 601pIIMHCTBE CIydaeB pacpOCTPAHSIOTCS BUPYCH Yepe3 HHTEPHET.

MeTop! 3aIUThI OT BPEIOHOCHBIX IIPOTPaMM: |

1. Hcnons3yii coBpeMeHHBIE ONEpPallMOHHBIE CHCTEMBI, MMEIOIIHE CEPhE3HBIH YPOBEHE
3aLIUTHI OT BPEAOHOCHBIX IIPOrpaMM;

2. llocrossHHO ycTaHaBnmuBaih mayTé (mMUGPOBBIE 3aIlJIAaTKH, KOTOPHIE aBTOMATHYECKH
YCTaHaBJIMBAIOTCSA C LEJNBIO JOPaOTKH IMPOTrpaMMBbl) M Apyrue OOHOBICHHS CBOEH
OnepaloHHOM cucteMsbl. CkaunBail UX TOJBKO ¢ OPUIIMAIIBHOTO caiiTa pa3paboTurKa
OC. Ecnu cymecTByeT peKUM aBTOMaTHUIECKOT0 OOHOBJICHHUSI, BKIIIOYH €I0;

3. Paborail Ha cBOeM KOMIBIOTEPE MOJ IpaBaMH IIOJIH30BATENIA, a He aAMHHHUCTPATOPA.
OTO HE MO3BOJUT OOJBINMHCTBY BPEIOHOCHBIX IIPOrPaMM HHCTALIMIPOBATHCA Ha
TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonp3yli aHTUBHPYCHBIE MPOTPaMMHBIEC IIPOAYKTHI U3BECTHRIX IIPOU3BOIUTENEH, C

aBTOMAaTH4YeCKUM OOHOBJICHHEM 0a3;

Orpasnyb GU3NIESCKHH TOCTYH K KOMIBIOTEPY /IS IOCTOPOHHUX JIHII;

6. Hcnone3yit BHElIHWE HOCUTENH MHGPOPMAIIHH, Takue Kak (JIelka, TUCK Win (aiin u3
UHTEPHETA, TOJIBKO U3 MPOoGEePEHHBIX HCTOUHHKOB; |

7. He oTkpbIBall KOMIBIOTEpHBIEC (aliibl, MOJYYECHHBIE W3 HEHAJIEKHBIX HCTOUYHHKOB.

Haxe Te (aiiyipl, KOTOpPHIE TpPHCIATl TBOW 3HAKOMBIM. Jlydie yTOYHH y HeEro,
OTIIPaBJISLI JIX OH TeOe uX.

()]

Cemu WI-FI

Wi-Fi - 310 He BUA nepenayun NaHHBIX, HE TEXHOJOTHS, a BCEro UL Oper s, Mapka. Ee
B 1991 rony mupepnanackas xkommaHus 3apeructpuponaia openn « WECA», uro 0003Ha4ao
cioBocoueranue « Wireless Fidelity», koTopbrii mepeBoquTcs KaK «OECIPOBOIHAS TOUHOCTDY.

Jlo Hamero BpeMmeHHM nomnuia apyras abOpeBuarypa, KOTOpas SBISETCA TaKOM ke
TEXHOJIOTHEH. D10 abbpeBuarypa « Wi-Fi». Takoe Ha3zBaHue OBLIO NaHO C HAMEKOM Ha CTaHIApT
BBICIINM 3ByKOBOH TexHUKHU Hi-Fi, uTo B mepeBojie 03HaYaeT «BEICOKAs TOYHOCTEY.

Ha, OecriaTHBI MHTEpHET-IOCTYH B Kade, OTesIX M a’dpomopTax SBJSAETCA OTIHYHOMN
BO3MOKHOCTBIO BBIXOJla B UHTEpHET. HO MHOrHE 3KCHEPTHI CUUTAIOT, 4TO oOumenocTynHeie Wi-
F1 cetu He SABISIOTCS Oe30MaCHBIMH.

Cogertsl 110 6e30nacHOCTH paboTe B 00IMIEAOCTYITHBIX ceTax Wi-fi:



He nepenmaBaii cBoro nuuHyio mHopMamuio depe3 obOmenocTynubie Wi-Fi cerw.
Pabotas B HHMX, XXeJIaTelIbHO HE BBOJAMTHL IMApOJIM JOCTYIA, JIOTHHBI H KaKHe-TO
HOMEDA,; |
Hcnonp3yii 1 OOHOBISAH aHTUBHPYCHEIE IIpOrpaMMBI B OpanaMmayep. TeM caMbIM ThI
obe3ormacuinb ¢e0s OT 3aKaukH BUpYyca Ha TBOE YCTPOMCTBO;

Ilpu wucnons3oBanmu Wi-Fi otkmoun ¢yHkmmioo «OOmmuit moctym K Qaitnam u
npuHTepam». JlanHas QYHKOUAS 3aKpblTa MO0 YMOJYAHHUIO, OJHAKO HEKOTOPBIE
II0JIF30BATENIM aKTUBUPYIOT €€ U1 yI00CTBa MCIIOJIb30BaHus B paboTe wim ydede;

He ucnonp3yit nyonmunsidi WI-FI 11 mepenayd IUYHBIX AaHHBIX, HAIpUMeEp IS
BBIXO/Ia B COITHAIBHBIE CETH MIIM B JIEKTPOHHYIO IIOYUTY;

Hnonb3yi Tonpko 3amuineHHoe coeaunenue depes HTTPS, a we HTTP, T.e. nipu
Habope BeO-aapeca BBOAU UMeHHO «https://»;

B MoGumpHOM Tenedone oTtkmoun yakmuioo  «[logkmouenne k  Wi-Fi
aBTOMaTU4yecKm». He nmomyckaid aBTOMaTU4eCKOro IMOAKIIOUEHHS YCTPOUCTBA K CETIM
Wi-Fi 6e3 TBoero coriacusl.

CoyuanvHole cemu

CounanbHble CETH aKTHBHO BXOJIAT B HAIy >KM3Hb, MHOTHE JIOAU PabOTAlOT M KUBYT
TaM IIOCTOSIHHO, a B Facebook yxe 3apervcrprpoBan MHIUIHAp. YEIOBEK, UTO SABISETCS OOHOM
CEAbMOM BCeX XUTened IlaHeThl. MHOTHE NOJIb30BaTelld HE MOHHUMAIOT, YTO HH(OpMAIIHS,
pa3sMelIeHHAasi UMHU B COIMAIBHBIX CETSAX, MOXKET ObITh HalilcHa M KCIIOJIb30BaHa K€M YrOJHO, B
TOM YHCJI€ HE 00S3aTeNIbHO ¢ 0JIariMy HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COMAJIBHBIX CCTAX:

1.

2.

Orpanmus coucok apyseir. Y TeOsS B Jpy3bsSX HE AOKHO OBITH CIyYAHHEBIX H
HE3HAKOMBIX JIIOOEH;

Jamuinai CBOIO 4YaCTHYIO Xu3Hb. He ykaswiBail maposu, tenedoHEI, aapeca, AaTy
TBOErO POXICHUS U JPYIyIO0 JIMYHYIO HHGOpPMaIKO. 3JIOYMBIIIIEHHUKH MOTYT
HCIIOJIB30BATh AK€ MHPOPMALHIO O TOM, KaK Thl M TBOH POIUTEIH ILJIAHHUPYETE
IIPOBECTH KAHUKYJIBI; |

3amyinai CBOIO pelyTaIvIo - JEPXKU €€ B YHCTOTE U 3a/1aBaii ceOe BOIpoC: XOTeN OBl
ThI, YTOOBI APYTrUE IOJIb30BATEIH BUIECIH, UYTO ThHI 3arpy’kaemib? HOI[}’MaI/I IpEeXIe
YeM UYTO-TO OMyOJIMKOBAaTh, HAIIMCATh B 3arPY3HTh;

Ecnu TBI rOBOpHIIG C JIIOABMHU, KOTOPHIX HE 3HACIIb, HE HCIIOIB3YH CBOE pealbHOE
UMs U JIPYTyI0 JUYHYIO HH(QOpMAIUU: UMS, MECTO >XUTEIHCTBA, MECTO YUYeOBI U
Ipodee;

N36erait pazmemenus ¢ortorpaduii B IaTepHETE, e T H300pakeH HA MECTHOCTH,
II0 KOTOPOH MOKHO OMPEICIIUTH TBO€ MECTOIIOIOKEHHE;

[Ipu perucTpany B COIUATLHON CETH HEOOXOMUMO HCIIOIB30BATH CIOMKHEIE IIAPOJIH,
cocTosiye u3 OyKB U HHQP U C KOJIMYECTBOM 3HAKOB HE MeHee §;

1 conuanbHOM CeTH, MOYTHI U APYTUX CAHTOB HEOOXOIMMO HCIIONIB30BATh Pa3HEIE
naposu. Torna eciu Te0d B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH IIOIyYaT JOCTYII TOJIBKO
K OJHOMY MECTY, a He BO BCE cpa3sy. |

InekmpoHHvle OeHbU

ONEKTPOHHEIE JAEHBIM — 3TO OYEHb YAOOHBIHA CIIOCO0 IUIATEeXE, OMHAKO CYIIECTBYIOT
MOILIIEHHHUKHU, KOTOPBIE XOTAT IOJIYIHTE 3TH JICHBIH.

9JI€KTp0HHBIe ACHBI'M IIOSBHJIMCH COBCEM HCAABHO M MMCHHO H3-3a 3TOr0O BO MHOTHX
rocyapCrBax 40 CHUX IIOp HE IIPOIIHCAaHO IIPO HHUX B 3aKOHAaX.


https://%c2%bb

B Poccuu xe OHM (PYHKIMOHHPYIOT M O HHX YyXX€ IPOIHCAHO B 3aKOHE, TIIe HX
pa3iensoT Ha HECKOJBKO BHIOB — AHOHHMMHBIE H HE aHOHHMHBIE. PasHuIla B TOM, YTO
aHOHMMHBIE - 3TO T€, B KOTOPBHIX pa3pemaeTcs MPOBOIUTH olepamuu 0e3 HICHTADHUKALH
II0JIB30BATEIIs, & B HEAHOHUMHBIX HACHTU(MHUKAIIUN MTOJIH30BATES ABIISETCS 00sI3aTeIbHOM.

Taxke cienyer pazimdaTh SIEKTPOHHBbIE (HATHBIE JCHBIH (PaBHBI rOCYJIAPCTBEHHBLIM
BaJIIOTaM) U 3JIEKTPOHHBIC HEPUATHBIE ICHBIH (HE PaBHBI IOCYIapPCTBEHHEIM BAJIIOTaM ).

OcHOBHBIE COBETHI 10 O€30MMacHO# padoTe C ANEKTPOHHBIMU IEHbIaMH:

1. IlpuBsxu k cuery MOOMIIBHBIN TenedoH. ITO caMbiii YIOOHEBIH M OBICTPEHIM CIOCOO
BOCCTAHOBUTH JIOCTYH K cueTy. [lpuBszanubiél TenepoH mOMOXKET, eciau 3a0ynelb
CBOM ITUIATEXHBIN [1apOJIb WJIH 3aiiIeIb Ha CAlT C HE3HAKOMOTO YCTPOMCTRA;

2. Hcnons3y#l omHopa3oBbie mapoiu. [locie mepexona Ha YCHJIECHHYIO aBTOPH3AIHIO
TeOe yxe He OyAeT yrpoxkarh ONaCHOCTh KPaKd MU IIepexXBaTa IUIaTeXXHOTO TIapOJIs;

3. BriOepu cnoxsblii mapoiib. IlpectymHmkam OyneT He MPOCTO yrauarh CJIOXKHBIHN
naposs. Hagexuple nmaposii — 3TO Iapoiu, KOTOPEIE CoAepKaT He MeHee 8§ 3HaKOB U
BKJIIOYAIOT B ce0sl CTPOUHBIC U MPONUCHBIE OYKBBI, HUGPHI 1 HECKOJIHLKO CHMBOJIOB,
TaKHe KaK 3HaK Jojuiapa, QyHTa, BOCKIUIATENbHBIH 3HaK U T.11. Hanmpumep, $tR0ng!;;

4. He BBOOU CBOUW JWYHBIE JaHHBIC HA CaliTax, KOTOPHIM HE NOBEPSCIIb.

INeKmpoHHaAsl nouma

JJIEKTPOHHAS [TOYTa — ATO TEXHOJIOTHS U IIPEAOCTABIISIEMBIC €10 YCIYTH IO MEPECHUIKE U
IIOJIyYEHUIO DJIEKTPOHHBIX COOOINEHU, KOTOpBIE PaCHPENCNISIOTCS B KOMIBIOTEPHOHN CETH.
OObI4HO 3JICKTPOHHBIN IIOYTOBBIA SIIUK BEITJISA AT CIICIYIOIIHM oOpa3zom:

UMs_TIOJB30BaTEA(@UMsS_OMEHa. Takke KpoMmMe IMepeaadd IIPOCTOr0 TEKCTa, HMEETcs
BO3MOXXHOCTb IlepeIaBaTh (paitiml.

OcHOBHBIE COBETHI IO O6€301macHOM paboTe C 3JIEKTPOHHOM ITOYTOI:

1. Hapmo BBIOpaTh NpaBUNBHELM [TOYTOBLIA cepBHC. B HHTEpPHETE €CTH OrPOMHEIH BEIGOP
OeCIUIaTHBIX MTOYTOBBIX CEPBUCOB, OJHAKO JIYUIIe MTOBEPSATH TEM, KOrO 3HAEIIb M KTO
IIEPBBIY B PEUTHUHTE;

2. He ykaspBail B muuHOU moute nuuHylo uaopMmaruio. Hampumep, aydire BeIOpaTh
«MY3BIKAIbHBIN _panaT@» unu «pok2013» Bmecto «remal3»;

3. Hcnone3yii IByX3TalHYIO aBTOPU3ANMIO. DTO KOIIa IIOMUMO IapoJis HY>KHO BBOIAUTD
KOJI, IIpUChIIaeMbIit 10 SMS;

4. BpiOepu cHOXHBIM maposs. JId KaXgoro MOYTOBOrO SINHKA TOJDKEH OBITH CBOM
HAJC)KHBIN, YCTOMYUBEIN K B3JIOMY I1apOJib;

5. Eciu ecThb BO3MOXKHOCTH HalucaThb CaMOMY CBOM JIMYHBINA BOIPOC, MCIIONB3YH 3Ty
BO3MOXHOCTb;

6. Mcnone3yil HECKONBKO IOYTOBBIX AIMMKOB. IlepBBHIM IS YaCTHOM IIEPEIUCKU C
aJgpecaTaMM, KOTOpPBIM Tbl JOBEpselIb. JTO DJJEKTPOHHBIM aapec HE Hamo
UCIIOJIB30BaTh [IPU pErucTpanuu Ha popyMax u calrax;

7. He orxpeiBail ¢aiinel U Apyrye BIOXEHHS B MHChMaX IaKE €CIAM OHH IIPHUILIA OT
TBOHX JIpy3eH. Jlydine yTouHH y HUX, OTIPABJISIIN JIK OHU TeOe 3TH (aiiibI;

8. Ilocime oxoHuaHus paOOTBI Ha IIOYTOBOM CEpPBUCE IE€pe] 3aKpLITHEM BKIANKH C
caliToM He 3a0yab HaXKaTh Ha «BeiATuy.



Kubepbynnune unu eupmyanvrHoe uzoesameibCmeo

KubepOy/IMHT — TpecliefOBaHWE COOOIICHUSAMH, COIASPKAIMUMH OCKOpOJICHHS,

arp€CCHUIO, 3allyTUBAaHHUC, XYJIMI'aHCTBO, COIUAJIBHOC 60ﬁKOTHpOBaHHe C IMIOMOIIBIO PA3JINYHBIX
HHTCPHCT-CCPBHUCOB.

OCHOBHBIE COBETHI 110 0OpbOE ¢ KHOESPOYILIMHIOM:

1. He Opocaiics B 60it. JIydmnii cnoco0: mocoBETOBATHCS KaK ce0s BECTU W, €CITH HET
TOr0, K KOMY MO>XHO OOpaTHUTbCS, TO BHa4dalle YCIOKOUTHCA. EciM THI Ha4HENIH
OTB€YaTh OCKOPOJEHUAMH Ha OCKOPOJICHHS, TO TOJIBKO €Ile OOJbIIe pa30xiKelnhb
KOH(JTUKT;

2. Yupapidii cBoel KuOeppemnyTauei;

AHOHUMHOCTH B ceTH MHHMasA. CymEeCTBYIOT CIIOCOOBI BBIICHHUTH, KTO CTOHT 3a

AHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyIHuraHckuii o0pa3 BUpPTyaIbHOM xu3HU. MHTEpHET PuKcupyert Bce

TBOM JEHCTBHUS M COXPAHIET UX. Y JATUTh X OyJIeT KpaiHe 3aTpyJHUTEIBHO;

CoOnroaait cBOi BUPTYAIBHYIO YECTh CMOJIOAY;

6. UrHopupyid enuHH4HBIM HeratuB. OIHOpPA30OBBIE OCKOPOUTENBbHBIE COOOIIECHUS
Jydine UTHoprupoBaTh. OOBIYHO arpeccus IpeKpalaeTcs Ha HadaJIbHOM CTaauu;

7. ban arpeccopa. B nporpamMmmax o6MeHa MTHOBEHHBIMH COOOIIIEHUSMH, B COITUAIIBHBIX
CETAX €CTh BO3MOXXHOCTh OJOKHUPOBKHA OTHPABKM COOOIIEHWHA C ONpPEICICHHBIX
aZIpecoB;

8. Ecmu TBHI cBUaeTrens KuOepOyuMHTa. TBOM JEHCTBUSA: BBICTYIUTH ITPOTHB
npecienoBarTensa, IoKa3aTb €My, 4YTO €ro JEHCTBUSA OICHMBAIOTCS HETaTUBHO,
IOJEPXKaTh JKEPTBY, KOTOPOM HYXHA IICHXOJIOTHYECKAas IOMOILNb, COOOIIUTH
B3POCJIBIM O (paKTE arpeCCUBHOIO IIOBEJICHHS B CETH.

(8]
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Mobunvnuviii menegon

CoBpeMeHHBIE CcMapTQOHBI H IUIAHINETHI coiepkaT B cebGe BIOJHE B3POCIHBIH
(pyHKIIMOHAJI, XU TENmepb OHM MOTYT KOHKYPHPOBaTh CO CTAllMOHAPHBIMH KOMIIBIOTEPAMH.
Onnako, CpeacTB 3alUTHI IJIs1 DOAOOHBIX YCTPOHCTB MOKA 0YEHb Majio. TeCTUpOBaHHE M ITOUCK

YA3BUMOCTEW B HUX IIPOMCXOJUT HE TaK MHTEHCUBHO, Kak misa [IK, To ke camoe Kacaercs u
MOOHJIBHBIX PHIIOKECHHUH.

CoBpemeHHBIE MOOUBHBIE Opay3ephl YK€ IPaKTHUECKH TOTHAIH HACTOJIbHBIC aHAJIOTH,

OJIHAKO pacimpeHre (yHKIIMOHATIA BJIEYET 3a COO0OM OOJNBINYIO CIIO)KHOCTP M MEHBIIYIO
3alAIICHHOCTD.

Haneko HEe BCce MPOW3BOIUTEIN BBITYCKAIOT OOHOBJICHHUS, 3aKPHIBAIOIINE KPUTHUYECKHE
YSI3BUMOCTH 11 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI 11 0€30MTaCHOCTH MOOMIIBHOTO TelleoHa:

1. Huuero He sBisercs mo-HacTosmeMy OecriaTHBIM. Byas oCTOpoxeH, Bemb KOrja
TeOe IpeIaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IIJIATHBIE YCIIYTH,

2. Jymaii, npexae dyeM otnpaButs SMS, doto umm Buaeo. Trl TOYHO 3HACITS, TIe OHM

OyayT B KOHEYHOM HUTOTE?

Heo6xoauMo 0OHOBIATE ONEPAIlMOHHYIO CHCTEMY TBOEro cMapT(doHa;

4. Hcnonb3yd aHTUBHPYCHBIE MPOTPaMMBI JJIsi MOOMIIBHBIX TeNIe(OHOB,;

W



5. He 3arpyxaii mprIo>xeHusI OT HEM3BECTHOIO UCTOYHHMKA, BEAb OHH MOTYT COACPXKaTh
BPEIOHOCHOE MPOTpaMMHOE 00eCIIeUeHuUE;

6. Ilocie Toro kax Thl BBRIAJENIH ¢ caiiTa, rae BBOAWI JUYHYIO HHPOpMAIUIO, 3aiIy B
HAcCTpoiiKu Opay3epa u ynanu cookies;

7. Tlepuomuuecku MpoBepsii KaKue MIATHBIE YCIYTH aKTUBUPOBAHEl Ha TBOEM HOMEPE;

IlaBaii cBOif HOMEpP MOOMJIBHOTO TeledOoHa TOJBKO JIIOAAM, KOTOPBIX ThHI 3HACHIb H

KOMY JIOBEpPSELIb;

9. Bluetooth momkxen OBITH BBIKJIIOYEH, KOTZA THl MM He monb3yemubcs. He 3abniait
HHOT A IIPOBEPSITH 3TO.

S

Online uepui

CoBpeMeHHbIE OHJIAUH-UTPBI — OSTO KpacoOyHBIE, 3aXBaTBIBAIOIIUE PaA3BJICUCHUS,
00LEAUHSIONIME COTHH THICSY YENIOBEK 110 BceMy MHUpYy. Irpoku HCCIenyloT NaHHBIA MM MHD,
OOIIAIOTCH IPYT C IPYTOM, BBHIIOJHSIOT 3aJaHMs, CPAXKAIOTCA ¢ MOHCTpaMM M IIOJIy4YarOT OIIBIT.
3a yIOBOJHCTBME OHH ILIATAT: MOKYHAIOT AMCK, OIUIAYMBAIOT a0OHEMEHT WM IPHOOPETArOT
KaKHe-TO OILIHH,.

Bce oTH cpeincTBa MIOYT Ha MOJAEpKaHUE U DPA3BUTHE WIPHL, a TaKKe Ha caMmy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3AIlUM, BBIIYCKAIOTCS HOBBIE IIaT4H
(uudpoBbIe 3aILIATKH JIJIS IIPOTPaMM ), 3aKphIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmomo6HBIX Hrpax CTOUT oIacarbCsa HE CTOJIBKO CBOHUX COIICPHUKOB, CKOJIBKO KpaXu
TBOCT'O IapoJisd, HA KOTOPOM OCHOBAaHAa CHUCTEMA aBTOpHU3allUU OOJIBIIMHCTBA Urp. |

OCHOBHBIE COBETHI IO 0€30MACHOCTU TBOETO UTPOBOTO aKKAyHTA!

1. Ecnu mpyroit HTpok BeAeT ce0s II0X0 WM CO3aeT TeOe HENPUATHOCTH, 3a0JI0KUpyH
€ro B CIIMCKE UTPOKOB;

IToxanyiics amMUHHUCTpaTOpaM WIPbl Ha IUIOXO€ IOBEACHUE JOTOrO0 WIPOKa,
KeJaTeJIbHO MPUIOKUTHh KAKHE-TO JOKA3aTeIbCTBA B BUIE CKPUHOB;

He yka3biBaii muuHyto nHGOpMAaIUIo B ipodaiisie urpsl;

YBaxkaii Jpyrux y4aCTHUKOB I10 UIPE;

He ycranaBnuBaii HeoQpulManbHbIE IaTYH U MOJBL,

Hcrionb3yi CI0XKHBIE U pa3HBIE IapOJIy;

Jla’ke BO BpeMs WIphl HE€ CTOMT OTKIIOUYaTh aHTHBHpYC. IIoka THI Wrpaemsb, TBOI
KOMIIBIOTEP MOTYT 3apa3UTh.

b
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Qumune Unu Kpaxca IU4HbIX OGHHBIX

OObryHOii Kpaxkelf IeHer W JOKYMEHTOB CETOJHS YK€ HHUKOro HE YIUBHIIb, HO C
pa3sBUTHEM HHTEPHET-TEXHOJIOTHH 3JOYMBIIUICHHUKHA TIEPEMECTHJINCh B HHTEpHET, H
IPOJOJIKAIOT 3aHUMATBCH «JTIOOUMBIMY JEJIOM.

Tax mosBHIAcCh HOBas yrpo3a: WHTEPHET-MOUICHHUYECTBA WK ()UUIMHT, IJIaBHAS b
KOTOPOr0 COCTOMT B IOJYYEHHH KOHPUIACHIMAIBHBIX HAHHBIX MOJB30BaTeNicii — JIOTHHOB M

naposieit. Ha anrimiickoMm s3pike phishing untaercs kak ¢ummar (ot fishing — priOHas moBs,
password — mapoJin).

OcCHOBHBIE COBETEHI 110 OOpHOE C PUITHHTOM:

1. Cneogu 3a cBOMM akKKayHTOM. EciM THI momo3peBacmib, YTO TBOA aHKeTa Oblia

B3JIOMaHa, TO HeoOxoauMo 3abIoKUpOBaTh €€ M COOOIIUTH aJIMUHHCTPAaTOpaM
pecypca 06 3TOM Kak MOXKHO CKopee;



2. Hcmone3yit Oe3omacHble BeO-CaMiTBl, B TOM UYHCJIE, HHTEPHET-Mara3uHoOB M
IIOMCKOBBIX CHCTEM;

3. Hcnone3yit CHOXKHBIE M pa3HbIe Iapoju. TakuMm o0pa3oM, €ciau Teds B3JIOMAaroT, TO
3JIOYMBIIUJICHHUKY MOJy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IMPOMHUIIO B CETH, a HE
KO BCEM;

4. Ecmu T1eOs B3JIOMaIM, TO HEOOXOAMMO IPEOYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE H00aBIeHBI ¥ T€OS B APY3bsIX, O TOM, YTO T€OS B3JIOMAIH H, BO3MOKHO, OT
TBOETO UMEHHU OyIET pacChlIaThCs CllaM M CCHUIKH Ha (DMIIMHTOBHIE CAlTHI;

5. VYcrasoBu HagexHbI napoas (PIN) Ha MoOUIBHEIH TenedOH;
6. OTkmoun coxXpaHeHHe Mmapojs B Opaysepe;
7. He oTkpeiBail ¢ailyibl M1 Apyrue BIOKEHUS B MUCHbMax AAXe €CIU OHU NMPHUULIHA OT
TBOUX Apy3ei. JIydille yTOUHM y HUX, OTIPABIISIIM JIH OHH TeOE 3TH (halibl.
Lugposas penymayus

[{udposas pemnyramus - 3TO HEraTUBHAS FUIM IIO3UTHBHAS HHGpOpPMAIUS B CETH O Tele.
Komnpomerupyromas uHGopMamus pa3sMelIeHHas B HHTEPHETE MOXKET CEephe3HBIM 00pa3oM
OTpa3UThCA Ha TBOEH peanbHOHN ku3HH. «lludpoBas pemyramusa» - 3TO TBOH UMUK, KOTOPBIH
dbopmupyercs u3 nHbOpManuu o Tebe B MHTEPHETE.

TBoe mMecTo X)uUTENBCTBA, y4eObl, TBO€ (GMHAHCOBOE IOJIOKEHHUE, OCOOEHHOCTH XapaKTepa
M paccKas3bl 0 OJIM3KHUX — BCE 3TO HAKaIIMBAECTCS B CETH.

MHorue noApPOCTKH JIETKOMBICJIEHHO OTHOCATCS K MyOJUKAIlUM JIMYHOX HUHGPOPMAIlHH B
VHTEepHETE, HE TIOHMMAs BO3MOXHBIX IOCIEACTBUM. ThI Iake HE CMOXKEIb JOTaJaThCsI O TOM,
yto (oTorpadus, pasMelieHHas 5 JIeT Ha3akd, cTajla IPHYHHON 0TKa3a IPHHATH TeOs Ha padoTy.

KoMMmeHnTapuu, pa3MelieHne TBOUX (Qortorpaduili u Jpyrue HACHCTBHUS MOLYT HE
WCYE3HYTh NaX€ IIOCJE TOro, Kak Thl HMX YyJaluilb. [l HE 3HAClIb, KTO COXPAaHHI 3Ty
nH(pOpMAaLHIO, TIOTAJIa JIK OHA B IOMCKOBBIC CHCTEMBI M COXPAaHUIIACh JIH OHA, a TJIABHOE: YTO
HOAYMAIOT 0 TeOe OKpy:Karolee JIOAH, KOTOphle HaWayT M yBHAAT 3To. Halith mHOpMAaImIo
MHOI'O JIET CIYCTS CMOXeET o000 — Kak u3 J00phIX MOOYXKACHUM, TaKk M C HaMEpeHHEM
IPUYMHUTE BpeA. DTO MOXKET OBITH KTO YT'OJIHO.

OCHOBHBIE COBETHI 110 3allIUTE MU(PPOBOH pemyTaIuHn:

1. Ilomymaii, mpexxae 4eM 4TO-TO IIyOJHMKOBaTh M IepeliaBaTh y ceOsi B OJjore wiu B
COLIMAJIBHOM CETH;

2. B HacTpoiikax mpoduis yCTaHOBU OTpaHUUYECHHUS Ha IIPOCMOTP TBOETO MPOMHIISL U €ro
COLEPKUMOTr0, CAENIal €ro TOJBKO «IJIS APY3€il»;

3. He pasmemniail u He yka3biBail HHpOpMaLHIO, KOTOpasi MOXKET KOro-IH00 OCKOPOJIATE
WA OOMXKAaTh.

Aemopckoe npago

CoBpeMEHHBIC IIKOJBbHUKH— AaKTHBHBIE IMOJIB30BATENH IM(POBOrO IPOCTPAHCTBA.
OnmHako aneko He BCE 3HAIOT, YTO IOJIB30BaHHE MHOTMMH BO3MOXHOCTSIMH ITU(GPOBOTO MHpa
TpeOyeT coOIOICHUS TPaB Ha HHTE/UIEKTYAJIbHYIO COOCTBEHHOCTb.

Tepmun «uHTEIEKTYanbHass COOCTBEHHOCTH» OTHOCHTCS K Ppa3IMYHBIM TBOPECHHSIM
YEJI0BEYECKOr0 yMa, HaUMHas ¢ HOBBIX M300pEeTEeHUI U 3HAKOB, 0003HAYAIOINX COOCTBEHHOCTD

Ha IPONYKTHI M YCIYTH , M 3aKaHuMBas KHHTramH, QotorpadusMu, KHHOPHUIBMaMH M
MY3bIKAUTBbHBIMH TPON3BEACHUSIMH.



ABTOpCKHE IpaBa — 3TO MpaBa Ha UHTEJUICKTYIbHYIO COOCTBEHHOCTh HA IIPOU3BEACHUS
HayKH, TUTEPaTypbl U HCKyCCTBA. ABTOPCKHE IIpaBa BRICTYIIAIOT B KAYECTBE TAPAHTHH TOTO, YTO
UHTEJUICKTYaIbHBIN/TBOPUECKUH TPYyH aBTOpa He OyIeT HampacHBIM, AacT €My CIIPaBEIJIMBBIC
BO3MOXXKHOCTH 3apaboTaTh Ha pe3yJIbTaTax CBOErO TPY/a, IMOJYYUTh U3BECTHOCTH U MPHU3HAHUE.
Huxkro 6e3 paspellieHus aBTOpa He MOXKET BOCIIPOU3BOIUTE €ro MPOU3BEACHHE, PACIIPOCTPAHSTS,
nyOJUYHO AEMOHCTPHUPOBATh, MNpojaBaTh, HMIIOPTUPOBATh, IMYyCKaTh B MPOKAT, ITYOJIUYHO
MCITOTHATD, II0Ka3bIBaTh/UCIIOIHATD B 3(upe WK pazmemath B MIHTepHeTe.

Vcronbs30BaHuEe «IIHUPATCKOTO» IIPOTPaMMHOTO OOECIICUCHHUS MOXKET IPUBECTHA K MHOTHUM
pUCKaM: OT NIOTEpPH MAHHBIX K TBOMM aKKayHTaM A0 OJIOKHPOBKH TBOEro YCTPOMCTBa, rjie
YCTAHOBJICHHBIN He JeraibHas mnporpamma. He crtomT Takke 3a0bIBaTh, 4TO cymeCTByeT
JerajbHbIe U O€CIIJIaTHBIE IIPOTrPaMMbl, KOTOPBIE MOXKHO HAaHTH B CETH.

O nopmane

CereBHYOK.p) — TBOM TIJaBHBI COBETYHK B CETH. 3A€Ch THl MOXEIIb Y3HAaTh O
0€30IMaCHOCTH B CETHU MOHATHBIM U JAOCTYIHBIM S3BIKOM, & IIPH BO3HUKHOBECHHH KPUTHUIECKOM
CUTyallul OOpaTHTHCS 3a COBETOM. A TaK)Xe MPHUHATH ydacTHe B KOHKYpCax M CTaTh CaMbIM
UG POBBIM IpakJTaHUHOM !



Ilpunoxenue Ne3. [lamarka ajs poauteieii 00 nHpoOpManoHHOI 0e30IacCHOCTH eTeil

Onpenenennie TepMUHA «HHGOpPMAMOHHAs O€30IaCHOCTh HETEH» CONEPIKUTCS B
®enepanpHoM 3akoHe Ne 436-03 «O 3amurte geteid oT uHGOpMAaIINK, IPUUUHSIIOIEA Bpea UX
3MIOPOBBI0O U Pa3BUTHIO», PETYJIMPYIOINM OTHOINCHUS, CBS3aHHBIE C 3alllUTON IeTeil oT
uHGOpPMAIIUU, IPUYHUHSIONICH Bpea UX 340POBbIO U (WiH) pa3BUTHIO. COrjlaCHO JaHHOMY 3aKOHY
«aHpopManuoHHas 0e30IacHOCTh JETEH» - 3TO COCTOSHHE 3aIUIICHHOCTH, IIPU KOTOPOM
OTCYTCTBYET DHCK, CBSI3aHHBIM C NMpHYHHEHHEM HHGQOpManueld Bpeda UX 3J0pOBBIO U (WUIH)
bH3HIECKOMY, IICHXHUECKOMY, TYXOBHOMY, HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanpHoro 3akoHa Ne 436-O3 wundopmanuei, TpUUMHSIOWEH Bpen
3JI0POBBIO U (WJIN) Pa3BUTHIO JICTEH, ABIISETCS:

1.
2.

W)

8.

9.

HHpopMaIins, 3anpelieHHas 1Sl paCIIpOCTPAHEHUS CPEAU JETEH;

nHpopMaIus, pacIpoOCTpaHEHUE KOTOpOU OTPaHUYCHO cpenu
IeTed  OIPEHECIIEHHBIX BO3PACTHBIX KATETOPHUIA.

K uHpopMmaruu, 3amnpemeHHOoN 11 paclpOCTPAHEHUS CPEIU ACTEN, OTHOCUTCS:
uHpopmanusa, molyxaaromas AeTed K COBEPILICHHUIO NEHCTBUN, INPEICTABIISIOLINX
yIpo3y MX JXKU3HU U (HJIH) 340POBbIO, B T.4. IPUUYUHECHUIO BpPEla CBOEMY 3I0pPOBBIO,
CaMOYOHIICTBY;

CIIOCOOHOCTh BBI3BATh Yy JETEH JKEJAaHUE YIOTPEOUTh HAPKOTHYECKHE CPEACTBA,
ICHXOTPOMHBIE M (WIHM) OIypMaHHBAIOIINE BENIECTBA, Tal0ayHble H3IEIHS,
AJKOTOJIBHYIO U CIHUPTOCOAEPXKALIYID  MOPOAYKLUUIO, IHUBO W  HaANWTKH,
M3rOTABJIMBAEMEBIC HA €r0 OCHOBE; NPUHATH YYaCTHUE B a3apTHHIX UIpaxX, 3aHUMAThCS
IPOCTUTYIHECH, OPOAKHUYECTBOM MJIU IMOMPOIIaHHNYECTBOM;

OOOCHOBBIBAIOLIAS WM OIPABIABIBAIOINAS JONYCTUMOCTh Hacwiud U (W)
KECTOKOCTH JHOO moOyXKJaromas OCYIIECTBIIATh HACUJIbCTBCHHBIE IEHCTBUS IO
OTHOIIEHUIO K JIFOJISIM U KUBOTHEIM;

OTpHITAIOIIAs CEMEHHbIE IIEHHOCTH M (POopMHUpYIOLIas HEYBaXXCHHE K POAUTENSIM U
(Mnu) IpyTrUM 4jIeHaM CEMbH;

OIIPABIBIBAIOIIAS IPOTUBOIIPABHOE IOBENEHUE;

coaep Kalias HELEH3YpHYIO OpaHb;

10. comepxarnas ©HGOPMALIHMIO IIOpHOTrpadhUIECKOrO XapakTepa.

K uHpopmanum, pacnpocTpaHeHHE KOTOPOH OTPaHUYECHO CpEOu IETEH OIPENEIICHHOTO
BO3pacTa, OTHOCUTCS:

1.

4,

nHpopMaIys, mpeacTapiseMas B BHUIEC H300paKCHHUS WM ONMHCAHUSA XKECTOKOCTH,
¢uzpueckoro © (WiaM) IICMXHYECKOrO HACHJIHS, IPECTYIUICHUS WIM HHOTO
AHTHOOIIIECTBEHHOTO NCHCTBHS,

BBI3BIBAIONIAS Yy JIET€H CTpax, yXac WIM IaHUKYy, B T.4. IPEIACTaBIsAEMas B BHUJE
M300pKEHNS WIM OINKMCAHWS B YHIDKAIOIMIEH YeIOBEYECKOE TOCTOMHCTBO (opme
HEHACUJIbCTBCHHON CMepTH, 3a00JIeBaHHSA, CaMOyOMiIiCTBa, HECUYACTHOIO ClIydas,
aBapuM WU KatacTpodsl U (WIIM) UX MOCIEICTBUIT;

IpEACTaBIAeMas B BUAE M300pAKCHUS WJIM OIMUCAHUS MOJOBBIX OTHOILICHUNM MEXIY
MYXYHUHOU U KCHIIUHOM;

coZieprkaias OpaHHbIE CJIOBA M BEIPKECHUS, HE OTHOCAIIKECS K HELICH3YPHOU OpaHH.

C yuderoMm storo Bam mpennararorcs npaBmia paOOThl B ceTH MHTEpHET Mg pa3IuyHbIX

BO3PACTHBIX KaTeropuii, COOJIONEHHE KOTOPHIX IO3BOJUT oOOecHeduTs HHOOPMAIMOHHYIO
0e30IIaCHOCTDh BaIlllUX JIETEH.

Obwue npaguaa oaa pooumeneti



1. HesaBucumo oT Bo3pacta peOeHKa MCHONB3YHTE MpPOrpaMMHOE OOeCIIeUcHHE,
roMoraromiee (UIbTPOBaTh M KOHTPOJMPOBaTh WHGOpPMALMIO, HO HE IoJIaraiTech
IIOTHOCTBIO Ha Hero. Baile BHUMaHuE K peOCHKY - TIaBHBIA METOJ 3aIlUTHI.

2. Ecmu Bam pebGeHOK MMeEeT aKKayHT Ha OJHOM M3 CONHaIbHBIX cepBHCOB (LiveJournal,
blogs.mail.ru, vkontakteru u T.II.), BHUMATEJILHO H3Yy4HUTE, Kakylo HHGOPMALIHIO
IIOMEIIAIOT €r0 YYaCTHUKH B CBOMX IPOQUIIAX U Oj0rax, BKIto4Yas gororpaduu U BHJIEO.

3. IIpoBepbTe, ¢ KaKUMH APYTUMH CaiiTaMU CBS3aH COMHMAILHBIN cepBUC Balrero pedenka.
Crpasnuku Bamero peGeHka MOryT ObITH 0€30IMacHBEIMH, HO MOTYT M COAEPKAaTh CCHLIKH
Ha HEXEJaTelIbHbIC U OIACHBIC CAalThl (HAIpUMEp, MOPHOCAUT, MM CalT, HA KOTOPOM
Apyr yIOMHHAET HOMEpP COTOBOTO Tenedona Bamero peGenka uau Bam pgomarmxwuii
azpec)

4. Tloompsiiite Bamux nmereid cooOmarb 000 BCEM CTPAHHOM WJIM OTTAJIKHBAIOMIMM U HE
CJIIMIIKOM OCTPO pearupyure, KOrjga OHU 3TO AENAIOT (M3-3a ONaceHUs MOTEPATH JOCTYII K
VIHTepHeTy nOeTH HE TOBOPAT pPOOMTENAM O mpolliemMax, a TakKe MOryT Hadarh
UCIIOJIb30BaTh MHTEpHET BHE JIoOMAa H ITKOJIBI).

5. bymere B Kypce cereBol Xm3HH Bamero pebenka. HTepecyilTech, KTO HX IPY3bsA B
HHTepHeT TaK ke, KaKk HHTEPECYETECh pealIbHBIMU IPY3bsIMH.

Bospacm om 7 0o 8 rem

B MHTepHeTe pebeHOK cTapaeTcss MOCETUTh T€ WIIM HHBIE CAalThI, a BO3MOXKHO H YaTkhl,
paspelleHre Ha MOCelIeHue KOTOPHIX OH He moitydr1 Obl oT poauteneil. [losTomy poaurtensm
OCOOEHHO TOJIE3HBI OyAYT T€ OT4YeTHl, KOTOpHIE MPEAOCTABIIAIOTCS IIporpaMMaM# IIO
OrpaHUYEHUIO HCIOJIb30BaHusd MHTepHeTa, T. €. PoauTensCkuil KOHTPOJb HIM TO, YTO BBI
CMOXETE YBUIETh BO BpeMEHHBIX (ailnax. B pesynprare, y pebeHka He OyleT OIyIICHHUS, YTO
32 HUM BEIETCS IOCTOSHHBIA KOHTPOJIb, OJHAKO, POAUTEIN OYAYyT HO-TPEKHEMY 3HATh, KaKHe
CaiThl Iocemaer ux peOeHok. Jletu B JaHHOM Bo3pacTe 00JIalaloT CUIBHBIM YYBCTBOM CEMBH,
OHH IIOBEPYHMBEI U HE COMHEBAIOTCS B aBToputrerax. OHU JIOOAT UIpaTh B CETEBHIC UIPHI H

IIyTCmICCTBOBATH II0 I/IHTepHeTy, HCIIOJIb3Ys JJICKTPOHHYIO ITOYTY, 3aXOAUTH HA CalTHl U qaThl,
HC PCKOMCHAOBAHHBIC POOUTCIIAMH.

Cosersl 110 6e30macHocTH B cet MIHTEpHET i aeteit 7-8 net |

1. CospaiiTe cIMCOK AOMAIHUX IMPaBWII MOCemeHUus VHTepHEeTa NMpyu yYaCcTHH JeTeH U
TpeOyMTe €ro BHITIOIHEHUSL.

2. Tpebyiite or Bamero pebGeHka coOmoneHHS BpPEeMEHHBIX HOPM HaXOXICHHS 3a
KoMIIbloTepoM. [lokaxkute pebeHky, uro Bel HabnrogaeTe 3a HUM HE ITOTOMY 4TO Bam
3TO XO4YE€TCs, a MOTOMY 4TO BbI OeCrIOKOHTECH O €ro 6€30IacHOCTH U BCEr/ia TOTOBEI
€My IIOMOYb.

3. Komnbrorep ¢ noakmodyeHnrneM K HTepHETY MOKEH HaXOMUTHCS B OOINEH KOMHATe
II0JI IPUCMOTPOM POIUTEIICH.

4. Hcnonb3yiiTe crieuaibHbIE AETCKUE TIOUCKOBBIC MAIIMHEL.

Hcnonb3yitTe cpeacTBa OJIOKHMPOBAHUS HEXKENATEIIBHOrO KOHTEHTA KaK JOIIOJIHEHHE K

CTaHIapTHOMY POoguTeNnsCKOMY KOHTPOJTIO.

6. Co3gaiite CeMEWHBIA OJIIEKTPOHHBIA SAIMHMK, YTOOBI HE IIO3BOJUTH JETAM HMETH
COOCTBEHHBIE aJIpeca.

7. bioxupyilTe HOCTYI K caliTaM ¢ O€CIUIaTHBIMH IIOYTOBBLIMH SITUKAMH C ITOMOLIBIO
COOTBETCTBYIOIIETO IPOrPaMMHOI0 00ECIICUEHHUS.

8. Ilpmyunte pereit coBeroBaThCss ¢ Bamm mepen omyOauKOBaHHMEM KakKoM-IMOo
HHPOpMaUK CPECTBAMH 3JICKTPOHHOM MOYTHI, YaTOB, PETHCTPAMOHHEIX (GOpM H
npoduiIei.

9. Hayuure pereil He 3arpyxarb (aiibl, MporpaMMbl HJIH MY3LIKY 0e3 Ballero
COrJIacHsl.

e



10.
11.

12.

13.

14.

He pazpernaiiTe 1eTsSM HCIIOIb30BaTh CIIyKObI MTHOBEHHOI'0 OOMEHA COOOIIECHHUSIMH.
B «0emnplit» CIIUCOK CaiTOB, pa3pellieHHbIX JIS MMOCEIICHNS, BHOCUTE TOJIBKO CaHTEHI ¢
XOpOILIEH peryTalueH.

He 3a0p1BaiiTe 6ecenoBath ¢ AeTbMU 00 UX ApYy3bsiX B MIHTEpHETE, KaK €Cclid OBl pedb
[IJIa O APY3bIX B PEAILHOU KU3HH.

He nenaiite «Ttaby» U3 BOIPOCOB II0JIOBOM JKU3HH, TaK KaK B MIHTepHETE MEeTH MOTYT
JIETKO HAaTKHYTHCS Ha MOPHOTPaHIO HIIM CAaUThI «JIJIs1 B3POCIIBIXY.

[Ipuyuute Bamero pebeHka cooOmaTre BaM O JIOOBIX yrpo3ax HIIH TpeBorax,
cBa3aHHBIX ¢ MHTepHETOM. OCTaBaTECh CIIOKOMHBIMHA U HAIIOMHUTE JETIM, UYTO OHH
B 0€30MaCHOCTH, €CJIM CaMH paccKa3ajld BaM O CBOMX TpeBorax. IloxBamute mx u
IIOCOBETYHTE ITOJOUTH ellle pa3 B MOJOOHBIX CITydasX.

Bospacm oemeu om 9 00 12 nem

B namHOM BO3pacTe JeTH, Kak IIPaBHJIO, YXK€ HACIHBIIAHBI O TOM, Kakas wHGOpMaIus
cymecTtByeT B MHTepHEeTE. COBEPINIEHHO HOPMAJIBHO, YTO OHH XOTST 3TO YBHIEThH, IPOYECTD,
ycaslmars. IIpy 3TOM HYXXHO NOMHHTB, YTO JOCTYH K HEXENaTeIbHBIM MarepHajiaM MOXKHO
JIETKO 3a0JIOKHUPOBAThH ITPH IIOMOIIH CPeJICTB POIUTENHCKOr0 KOHTPOJIS.

CoseThI 0 0€30macHOCTH A neTel oT 9 1o 12 ner

1.

2.

10.

11.

12.

13.

14.

15.

Co3palite CIMCOK JOMAIIHUX IIPaBUI ITOCEHIeHWs HTEpHET IpH y4acTHU NETeH U
TpeOyiiTe ero BHIIOJHEHHS.

TpeOytite oT Bamero pebenka coOoaeHNS HOPM HaX0XKACHUS 332 KOMITBIOTEPOM.
Habmonaiite 3a pebeHKOM Ipu paboTe 3a KOMIBIOTEPOM, MOKAKHUTE €My, UTO BEI
OECIIOKOUTECH O €ro 0€30MaCHOCTH M BCETJa TOTOBEI OKa3aTh €My IOMOIIb.
Komnprotep ¢ moakmoueHneM B MHTEpHET MOKEH HAaXOAUTHCS B OOIIel KoMHATE
IO IIPUCMOTPOM POAUTETIEH.

Hcnionp3yiiTe cpeacTBa OJIOKMPOBAHHS HEXKEJIATEIFHOI0 KOHTEHTA KaK JOIOJIHEHHE K
CTaHZApPTHOMY POoauTEeNbCKOMY KOHTPOJTIO.

He 3a0pIBaiiTe mprUHUMAaTh HETIOCPEACTBEHHOE YUacTHeE B KU3HHU peOeHKa Oece10BaTh
¢ aeTbMM 00 BX Ipy3bsax B MIHTEepHeTE.

Hacraugaiite, 4TOOBI IETH HUKOTJA HE COTIIAIIAJIMCEH Ha JIMYHBIE BCTPEYH C APY3bIMHU
o Mureprery.

Ilo3BomsaliTe AETAM 3aXOOUTH TOJIBKO Ha CaWThl M3 «OEIoro» CIHCKa, KOTOPBIH
CO3JaiTe BMECTE C HUMH.

Ilpuyunte neret HUKOTMAa HE BBIAABATH JHYHYI0O HHGOPMANMIO CpEACTBAMHU
JMEKTPOHHOM IIOYTHI, YaTOB, CHCTEM MIHOBEHHOIo OOMEHa COOOIICHHIMH,
PETUCTPAIMOHHBIX (HOpPM, JTHYHBIX Npoduieii U mpHu PETUCTpalli HAa KOHKYPCHI B
HNntepHere.

Ilpuyuurte nmereil He 3arpyxarh nporpamMbl 6e3 Bamero pazpernenns. OOBACHHTE
UM, YTO OHU MOTYT CJIy4YailHO 3arpy3uTh BHPYCHl HJIH APYroe HeEXEIaTeIbHOE
IpOrpaMMHOE 0OECTICUCHHE.

Cospatite Bamiemy peOEHKY OrpaHHMYeHHYIO YYETHYIO 3amuch Mg paboThl Ha
KOMIIBIOTEPE.

ITpuyunure Bamero pebGeHka cooOmate BaM O JIIOOBIX Yrpo3ax MM TPEBOTaX,
cBa3aHHbIX ¢ MuTepuerom. HanmoMuuTe OeTsaM, 910 OHU B 0€30IIaCHOCTH, €CIIH CaMH
paccKas3aid BaM O CBOMX TPEBOraX MU OIIACCHUSX.

Pacckaxure nersam o noprHorpaduu B MiaTepHeTe.

HacrauBalite Ha TOM, YTOOBI I€TH IIPEIOCTABIISUIN BaM JOCTYII K CBOEH 3NEKTPOHHOM
1104Te, YTOOBI BBl YOEIMITUCDH, YTO OHU HE OOIMAIOTCS C HE3HAKOMITAMH.

OOBsicHUTE [OETAM, YTO HEIb3S HCIOJIB30BaTh CE€Th JUIS  XYJIUTaHCTBA,
paclpOCTPaHECHUS CIUICTEH HJIU yTPo3.



Bospacm oemeit om 13 0o 17 nem

B 3TOM BO3pacTe MOJAPOCTKH aKTHUBHO HCIOJNBL3YIOT ITOMCKOBBIE MAaIlMHBI, IOJIB3YIOTCS
3MEKTPOHHOM MOYTOM, Ciiy)kO0aMyu MTHOBEHHOrO0 0OMeHa COOOINEHHSIMH, CKAUHMBAIOT MY3BIKY H
¢unpMbpl. ManpumkaM B 3TOM BO3pacTe OoJipIe IO HpaBy CMETarb BCE OTPaHUUYCHHUS, OHHU
XKaXIYT rpyOboro roMopa, a3apTHBIX HI'P, KAPTHHOK «JJIs B3POCHBIX». JIEBOUKH MPEANOYHTAIOT

O6IIIaTI>C$I B HaTrax, IIpH J3TOM OHH TIopasao Ooee dYBCTBHTCIBHBI K CCKCYaJIbHBIM
AOMOTraTClIbCTBaM B I/IHTepHCTe.

3a4acTyio B JAaHHOM BO3pacTe POTUTEISIM YXKE BEChMa CJI0XXKHO KOHTPOJHUPOBATH CBOHX
neTel, Tak Kak 00 MHTepHeTe OHU YK€ 3HAIOT 3HAYUTEILHO OOJbIIe CBOUX pomuTeneii. Tem He
MEHee, He OTIyCKaiTe AeTedl B «CBOOOIHOE maBaHue» mo MHTepHety. CTapaiiTech aKTHBHO
y4acTBOBaTh B 001eHUU peOenka B IHTEpHETE.

BaxxHo mo-mpexxHemMy cTporo cobmomarh TmpaBwia VHTepHeT-0€30macHOCTH -
COrJIAlICHHE MEXIY POAMUTEeNsIMH M aeTbMH. Kpome TOro, HeoOXOAMMO KaK MOXKHO dalle
IPOCMaTPUBATh OTUYETHI O ACATENbHOCTH neTert B HTepHeTe. CienyeT oOpaTuTh BHUMaHUE Ha
HE0OXOIUMOCTh COJICpXKaHUS POAMTEILCKUX TMapojel (maposielt aAMUHHCTPATOPOB) B CTPOIOM
CeKpeTe U 00paTuTh BHUMAHHE HA CTPOrOCTh 3THX MapoJIei.

CoBeTsl 110 6€30MacHOCTH B 3TOM Bo3pacte oT 13 mo 17 net

1. Co3paiite cOHCOK JOOMAalIHHX MpaBWI TMocemieHus VHTepHeTa IpH ydYacTHH
IOAPOCTKOB M TpeOyiiTe 0e3yclOBHOrO €ro BhIMONHEHHUs. OOrosopute ¢ pebGEeHKOM
CIIUCOK 3aIpEelICHHBIX CAaWTOB («YEPHBIM CHUCOK»), 4Yachkl paboTtel B HHTepHEeTe,
PYKOBOICTBO It0 o0meHuto B UHTepHETE (B TOM YHCIIE B YaTax).

2. KommneroTep ¢ moakmoueHHeM K ceTH MHTEepHET NOMKEH HaXOTUTHCS B oOImiei
KOMHATe.

3. He 3a0bIBaiiTe OecemoBarh ¢ ACTHbMH 00 UX Npy3bsiX B MHTEepHETE, 0 TOM, YeM OHH
3aHATBl TakUM 00pa3oM, OYATO peub HIAET O APY3bAX B pEaJbHOH KH3HH.
ChnpamuBaiiTe O JIOASX, C KOTOPHIMH JETH OOINAIOTCA IOCPEIACTBOM CIIYKO
MTHOBEHHOTO 0OMEHa COOOIIEHUSIMH, YTOOBI YOS TUTHCS, YTO OTH JIIOJU UM 3HAKOMBEI.

4. Hcnons3yite cpencrTaa OJIOKHPOBAHHS HEXKEIATEIHFHOIO KOHTEHTA KaK JIOMIOJHEHHE K
CTaHAAPTHOMY POIUTENBCKOMY KOHTPOJIIO. |

5. HeoOxomumo 3HATh, KakUMH 4YaraMH MOJB3yIOTCS Bamm netu. Iloompsiite
UCIIOJIb30BaHUE MOJEPHUPYEMBIX YaTOB W HACTAMBaWTe, YTOOBI OE€TH HE OOIIAIHCH B
IIPUBATHOM PEXHUME. |

6. Hacraupaiite Ha TOM, 4TOOBI N€TH HUKOTrJA HE BCTPEYAIHUCH JTHYHO C APY3bsIMH H3
cetu aTEpHET.

7. llpuyunte pereil He BblIaBaThb CBOIO JMYHYIO HHGOPMAITHIO CpeICTBAMH
IEKTPOHHOM MOYTHI, YaTOB, CHCTEM MI'HOBEHHOIO OOMEHa COOOICHUSIMH,
PETUCTPalMOHHBIX (HOPM, JTUUYHBIX Hpoduiiel W MPH pPEerucTpamuyl Ha KOHKYPCHI B
HHTepHETE.

8. llpuyunre neredt He 3arpyxartb mporpammbl 6e3 Baimero paspemenus. OObscHUTE
UM, 4YTO OHHM MOTYT CIIy4alHO 3arpy3uTh BHUPYCHl HJIH APYIOo€ HeEXeJIaTeJIbHOE
IpOrpaMMHOE 00ecreUeHHE.

9. Ilpuyuure Bamero peGenka cooOmarh BaM O JIOOBIX yrpo3ax HIIH TPEBOIax,
CBsA3aHHBIX ¢ IHTepHeTOM. HanmoMHuTE AETAM, UYTO OHH B O€30IIaCHOCTH, €CIIH CaMHt
paccKasaJld BaM, O CBOMX yIpo3ax WM TpeBorax. lloXBajmTe MX M ITOCOBETYMTE
IIOJIONTH elIe pa3 B MOAOOHBIX ClIydasx.

10. Pacckaxkute nperssm o mopHorpadum B VmTepHere. IloMoruTe MM 3alllUTHTHCS OT
craMa. Hayuwmre mnoapocTkoB HE BblIaBaTh B VIHTEpHETE CBOEro peaabHOIo



3JEKTPOHHOIO ajpeca, HE OTBEYaTh HA HEXKEJIATeNbHBIC MHChMa M MCIIOJIL30BaTh
CIICIIAJIbHBIC IOYTOBBIE (PUIBTPBHL.

11. IlpuyunTte ceOs 3HAKOMUTHCA C CalTaMU, KOTOPBIE MMOCEIIAIOT IOAPOCTKH.

12. Hayuute nereli yBaXkatb IpyTUX B HHTEpHETE. Y OeIUTECh, YTO OHHU 3HAIOT O TOM, YUTO
IIpaBuiia XOPOIIEro MOBEACHUS AEMCTBYIOT BE3AE — AaKe B BUPTYAILHOM MHPE.

13. O0BbsAcHUTE HOETSIM, YTO HH B KOEM cJiydae HeNb3s HCIonab30BaTh CeTh i
XYJIUTaHCTBA, PACIIPOCTPAHEHMS CIUIETEH WK YTPO3 APYTHUM JIFOJISIM. |

14. O6cymute ¢ moapOoCTKaMu MPOOIEMBI CETEBBIX a3apTHHIX UTP M MX BO3MOXKHBIH PHCK.
HanoMHuTE, 4TO IETH HE MOT'YT UIPaTh B 3TH UI'PEI COTTIACHO 3aKOHY.

IlocTossTHHO KOHTpOJMpYyWTE Hcmojb3oBaHue VHTepHeTa Bamum peGenkom! OTo He
HapyILICHWE €ro JUYHOIO MPOCTPAHCTBA, & Mepa IMPEIOCTOPOXHOCTH M IIposiBIeHHE Bamreii
POAUTENBCKONM OTBETCTBEHHOCTH M 3a00THI.



